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ABSTRACT
Information assets continue to grow in importance of contribution to economic activity. Many
emergent businesses, including Google, Amazon and Facebook, leverage crowd-sourced information
assets as essential pillars supporting their business models. The appropriation of rights to information
assets is commonly done through legal contracts. In practice this approach often fails to prevent
conflicts between the information contributors and the companies claiming information rights. In
research presented here I attempt to understand when and why the conflicts arise. I draw on
psychological contract theory and I develop the framework of psychological contracts in information
exchanges. I propose that intellectual property and privacy expectancies comprise core domains of
psychological contracts in information exchanges. The proposed framework predicts that perceived
breach of expectancies in relation to intellectual property rights and/or privacy triggers the affective
experience of psychological contract violation characterized by feelings of anger and betrayal which
undermines the sustainability of information exchanges. I also develop and evaluate a nomological
network of antecedents and consequences associated with perceptions of a psychological contract
breach in information exchanges. I investigate the effects of psychological ownership of information and
privacy concerns as antecedents of perceived breach of intellectual property rights and privacy
respectively. I also evaluate the attitudinal and behavioral adjustments which follow the affective
experience of psychological contract violation. I examine the effects of psychological contract violation
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on commitment and cynicism attitudes and I use the exit, voice, loyalty and neglect typology to evaluate
the behavioral outcomes which result from psychological contract violations. I evaluate the proposed
framework in the context of information exchanges on a social networking site by surveying 598
Facebook users. The empirical data support the core hypotheses in proposed framework and indicate
that perceptions of a privacy breach and/or an intellectual property breach trigger the affective
experience of a psychological contract violation which is most strongly associated with exit intentions.
These findings point to the critical role of psychological contracts in influencing the sustainability of
information exchanges and offer a novel theoretical lens for examining sustainability of information
exchanges across different contexts.
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INTRODUCTION
The value of information assets has been long recognized. Peter Drucker noted the following in
relation to information held as knowledge:
“In this society, knowledge is the primary resource for individuals and for the economy overall.
Land, labor and capital – the economist’s traditional factors of production – do not disappear, but they
become secondary.” (Drucker 1992)
Information exchanges have great economic and social value and occur across a broad range of
contexts which includes information sharing within organizations, knowledge contribution in crowdsourced projects such as Wikipedia, as well as information exchanges in the context of social networking
sites (SNS). While exchanges generally create value for the participants they also commonly entail risks.
A number of theoretical perspectives have evolved to address the risks as well as exchange control
mechanisms that alleviate the risks and facilitate information exchanges. Agency theory conceptualizes
an exchange as a transaction between two parties referred to as the principal and the agent and
recognizes that the relationship between the principal and the agent is affected by information
asymmetry as the agent often has information not available to the principal (Eisenhardt 1989). Focusing
on risk mitigation, agency theory suggests explication of contingencies in legal contracts that accompany
exchanges. An assumption posited by agency theory, that the principal can always monitor the agent’s
performance (Fama 1980), is frequently problematic in practice. Incomplete contract theory is built on
the foundation of agency theory and it argues that it is virtually impossible to address all potential
contingencies and that the legal contracts underlying any exchange are always incomplete (Hart 1988).
It also emphasizes the importance of control mechanisms other than legal contracts in aligning
contracting parties’ interests. The control mechanisms that support exchanges in the presence of
incomplete contracts span the range from the legal protection of property rights to social governance
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structures which include conventions and norms. In this dissertation I propose that psychological
contracts are also an important control mechanism that affects information exchanges.
A psychological contract is defined as the perceived counterparty obligations that accompany an
exchange (Rousseau 1989). Psychological contracts are mental schemas which are unique to each
participant and encompass the perceived counterparty obligations (Rousseau 2001). Psychological
contracts exist independently from the legal contracts which may accompany an exchange, and the
psychological and legal contracts may substantially differ in terms. Spindler (1994) has noted that “while
a legal contract creates rights recognizable in a courtroom, a psychological contract creates emotions
and attitudes which form and control behavior”. I define the information exchange as a mechanism or a
service that enables counterparties to exchange information. Information exchange has been used
informally by a number of authors in computer science and economics (Shapiro 1986; Wu et al. 2005) to
discuss technical aspects of information transfer and the economics of information respectively. I focus
on information exchanges where at least one participant is a human being. The focus of the dissertation
is on the psychological aspects of human behavior in information exchanges. Psychological contracts are
an important control mechanism that affects information exchanges because psychological contracts
motivate participants’ behavior. Psychological contract violations (PCVs) are perceived as betrayals of
trust and lead to a range of negative outcomes which include termination of the exchange relationship
(Robinson and Rousseau 1994). The practical focus of the proposed framework is on the prevention of
psychological contract violations and associated outcomes. Psychological contract violations are
common in the organizational context. Studies indicate that 25-64% of employees report the experience
of a psychological contract violation (Kickul and Lester 2001; Rousseau 1990). Research on incomplete
contract theory suggests that information misappropriation is also a common problem in information
exchanges (Clemons and Hitt 2004).

2

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
The goal of the current dissertation is to investigate the following research questions:


What is the content of psychological contracts in information exchanges?



What are the antecedents and the consequences of psychological contract violations in
information exchanges?



Which factors moderate the extent of PCVs and associated outcomes?

Every information exchange is unique and the psychological contracts that accompany each
exchange will be idiosyncratic. While psychological contracts in information exchanges may encapsulate
broad cultural norms of fairness, justice and reciprocity that apply to any exchange, the focus of this
dissertation is on the perceived obligations that are unique to information exchanges. The unique
domains of psychological contracts in information exchanges are associated with concerns related to the
disclosure and exchange of information. While each information exchange is also unique, I identify a set
of obligations that will be present across information exchanges. Drawing on incomplete contract theory
(Grossman and Hart 1986; Hart 1988) and privacy calculus theory (Dinev and Hart 2006a), I argue that
intellectual property and privacy rights are the core domains which comprise psychological contracts in
information exchanges. The incomplete contract theory research stream has focused on information
sharing as a difficult area for contractual agreements, frequently leading to information poaching, which
is defined as misappropriation of information by a party in an exchange (Clemons and Hitt 2004).
Pervasive information poaching highlights the fact that information exchange contingencies are
inherently difficult to explicate in contractual terms. The propositions of incomplete contract theory
support the role of psychological contracts as a control mechanism governing information exchanges
and point to intellectual property rights as a core domain of psychological contracts that accompany
information exchanges.
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I draw on privacy calculus theory to establish privacy as the second domain of information rights
comprising the psychological contracts in information exchanges. The theory of privacy calculus posits
that the intent to disclose personal information is the outcome of an evaluation of the benefits that are
gained through the exchange in relation to privacy-related risks associated with information disclosure
(Dinev and Hart 2006a). Privacy calculus theory posits that privacy rights are a core concern inherent to
the disclosure of personal information. It is important to note, that privacy-related concerns are
inherent to any information exchange. The very fact of participation in an exchange may involve
reputation risks if the information is disclosed to third parties (Solove 2007). The combined set of
predictions from incomplete contract and privacy calculus theories positions intellectual property and
privacy rights as the core domains within the psychological contracts in information exchanges.
In constructing a theory of property rights, Demsetz (1967) argued that ownership is a direct
antecedent of property rights afforded through an agreement among market participants in recognition
that property ownership serves everyone’s interest. Property ownership affords a degree of certainty
encompassed by the property rights in relation to what a person can expect to be able to do with the
assets (Demsetz 1967). A psychological contract is based upon perceptual measures – it is a violation of
the perceived and not the actual formal contractual obligations that leads to a psychological contract
violation and associated outcomes (Rousseau 1995). Drawing on research in organizational behavior I
hypothesize that psychological ownership of information is an antecedent of perceived property rights,
which when perceived to be violated, lead to a PCV. If a party engaged in an information exchange feels
psychological ownership of the information assets shared in the exchange and perceives a violation of
the property rights in relation to the assets, a PCV will occur independently from the contracted legal
rights in relation to the assets. To confirm the nomological validity of the research framework I further
propose to evaluate the role of effort, self-disclosure and perceived control as the established
antecedents of the psychological ownership (Pierce et al. 2003).
4
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Perceived violations of the intellectual property and/or privacy rights in information exchanges
can jeopardize the exchange relationships. A perceived transgression frequently leads to a strong
affective response which mirrors the emotional response associated with betrayal and includes feelings
of indignation, frustration and anger. Importantly, a perception of a transgression does not mean that
an actual transgression took place. A participant in an exchange may perceive infringement in the
absence of an actual infringement. This may occur due to misinterpretation of ambiguous information. A
perceived infringement may trigger a PCV whether an actual infringement occurred or not. However,
not all cases of cognitively perceived violations lead to the affective state of the psychological contract
violation. Following a cognitive perception of an infringement participants in the exchange engage in a
process of sense-making which includes re-evaluation of relative benefits derived from the exchange as
well as other contextual factors, such as the availability of alternatives, before the PCV develops
(Morrison and Robinson 1997). A lack of alternatives or a perception that benefits obtained through the
exchange outweigh the risks can moderate the PCV and a perceived breach does not always lead to the
affective state of a PCV. Drawing on research on betrayal in personal and employment relationships, I
integrate contextual as well as dispositional factors as moderators of the PCVs in information exchanges.
The following sections present a definition of information exchanges and an overview of prior
research on psychological contracts. This is followed by the development of the research model and
associated hypotheses.
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LITERATURE REVIEW AND RESEARCH MODEL DEVELOPMENT
Information exchanges
I define the information exchange as an exchange that involves counterparties trading
information. Because the focus of the dissertation is on understanding factors that impact the individual
continued participation in an exchange, I focus specifically on information exchanges in which at least
one participant is a person. The person could be engaged in an information exchange with another
person, an intelligent agent (e.g. Siri on iPhone), or a company. The company may be engaged in a direct
information exchange with an individual or facilitate information exchange between people. A person
using WebMD.com to find information about a specific disease is an example of a direct information
exchange between a person and a company. The interaction with WebMD web site involves the user
sending a query to the site and the site returning relevant information.1
Facebook and other social networking sites represent a case in which the company is not the
primary counterparty for information exchange. Facebook facilitates information exchange among its
users. Although Facebook users see their friends as the intended target of information shared through
the service, there is also a relationship between Facebook users and Facebook (the company) itself.
Facebook offers the service free of charge in exchange for an opportunity to monetize the information
shared by its users through the site. The latest example of this is evident in Facebook using keyword
analysis of private conversations in targeting advertising shown to individual users (Roy 2012). Facebook
captures, stores, analyzes and uses information shared by service users for commercial purposes. This is
an example of an information exchange in which a company facilitates information exchange among
service users, but also creates an information exchange relationship with individual users. The secondary
information exchange relationship between the service provider and the service users is subject to

1

WebMD, like many other internet businesses, embeds advertising in the content that is displayed to the users
and generates revenues by selling advertising.
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psychological contracts held by the individual users. The psychological contract perspective offers a
useful lens in understanding factors that may undermine continued patronage of the service by its users.
Table 1. Potential Counterparties in Information Exchanges.

Counterparty

Examples of information exchanges

A person

Phone conversations between two people.
Exchanging messages through messaging services.
Sharing messages, pictures, and videos by friends on social networking sites.

An intelligent
agent
A company

Interaction with intelligent agents on mobile phones (e.g. Siri on iPhone)
Direct counterparty:
Web site visitors searching on Google.
Web site visitors to Wikipedia, WebMD or any other information repository.
Facilitating intermediary:
Social networking web sites
Phone companies

In addition to the requirement that at least one participant in the information exchange be a
human being there are several other important exchange parameters that are relevant to the evaluation
of information exchanges. In developing a theory of relational exchanges, Macneil (1980) emphasized
the distinction between transactional and relational exchanges. Transactional exchanges are defined as
one-time transactions between counterparties. Relational exchanges involve repeated interaction
between the exchange participants (Macneil 1980). The transactional/relational classification has been
adopted in psychological contract research in the organizational context. While transactional
employment relationships can be affected by psychological contracts (McDonald and Makin 2000),
understanding of relational psychological contracts is essential for sustaining the ongoing employment
relationships (Robinson et al. 1994). The proposed framework of psychological contracts in information
exchanges similarly will offer more value in predicting the dynamics of relational information exchanges.
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Participants in an information exchange engage in the exchange seeking specific benefits – these
can be economic or socio-emotional (Foa 1993). Individual investors using a service to buy investment
advisory reports from a financial service provider is an example of an economic information exchange.
Individual members exchanging information with each other on free online social networking sites is an
example of a social information exchange. Economic exchanges generally involve more clearly defined
expectancies of benefits to be attained through the exchange, whereas socio-emotional exchanges
often have less well-defined expectancies (Thompson and Bunderson 2003). Social exchanges maybe
motivated by intrinsic (benevolence, altruism) as well as extrinsic (reciprocity, reputation, status) factors
(Blau 1964). Psychological contract perspective applies to economic as well as social information
exchanges because both involve concerns about intellectual property and privacy. Information
exchanges often accompany economic exchanges. This is particularly true of economic exchanges that
occur via the Internet. For example, a purchase of an item via the Internet requires the buyer to provide
a shipping address and payment information. While the primary purpose of the exchange is the
procurement of a product or service, online economic exchanges frequently require information
exchanges as well.
To summarize, the research model that is developed in the current dissertation applies to many
different types of information exchanges. Importantly, information exchanges frequently accompany
economic exchanges, the primary objective of which is procurement of goods or services. Unintended
secondary information exchange relationships may also exist in the contexts where companies provide
technology infrastructure that facilitates information exchanges among service users. The usefulness of
the psychological contract perspective increases from transactional to relational exchanges.
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Psychological contracts
A psychological contract is defined as a set of perceived counterparty obligations which
accompanies virtually any exchange (Rousseau 1989). The discussion of psychological contracts began
with (Argyris 1960; Schein 1965), but it was D. Rousseau’s research that elucidated the psychological
contract framework (Rousseau 1989) and sparked a wave of empirical studies (Guzzo et al. 1994;
Robinson et al. 1994; Sims 1994). Rousseau’s research focused on the relationships between companies
and employees seeking to uncover factors predicting employee performance and retention. The
investigation revealed that employees held a set of perceived obligations in relation to the employers
which when broken led to a decrease in productivity and an increase in turnover independent of the
terms of the formal legal employment contracts (Rousseau 1990). While each employee held a unique
psychological contract in relation to the employer, training, promotion, organizational support and job
security were commonly shared perceived obligations constituting the psychological contracts in the
employment relationships (Rousseau 1990). Subsequent research has found employment related
psychological contracts to be malleable over time, as a wave of corporate restructurings virtually erased
job security from the employment related psychological contracts (Robinson et al. 1994).
Malleability of a psychological contract points to its nature. A psychological contract is a mental
schema that consists of a set of perceived obligations (Rousseau 2001). The content of a psychological
contract depends on the context – employment related psychological contracts may include perceived
obligations in relation to training and advancement, while psychological contracts in the context of
online marketplaces may include perceived obligations in relation to proper disclosure of product
attributes prior to sale and prompt delivery of purchased items. The content of a psychological contract
may not be fully salient until a violation occurs (Rousseau 1996). In other words, a person may not be
fully aware that in fact he or she is holding a set of perceived obligations until there is a perceived
violation. Employees are not necessarily aware that they hold a set of perceived obligations in relation
9
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to the employers. However they show strong affective and behavioral responses to perceived violations
(Robinson and Wolfe Morrison 2000).
A psychological contract commonly exists alongside and independently from a legal contract and
the two may substantially differ in content (Rousseau 1989). Understanding the content of psychological
contracts is important for the prevention of psychological contract violations that lead to negative
outcomes. The behavioral outcomes of a PCV have been broadly categorized into four groups: a
decrease in loyalty, or an increase in neglect, voice or exit (Turnley and Feldman 1999). The exit, voice,
loyalty and neglect (EVLN) typology has been extensively applied in the organizational setting (Farrell
and Rusbult 1992; Farrell 1983; Rusbult et al. 1982; Rusbult, Farrell, Rogers, and III 1988). Decrease in
loyalty is defined as the unwillingness to take on extra-organizational roles or defend the company when
it is criticized by others. Neglect is evident in absenteeism and employee underperformance in relation
to job obligations. Workers’ complaints to management are defined as voice. A departure from the
company constitutes an exit and it is the most extreme outcome from psychological contract violations
(Turnley and Feldman 1999). In addition to behavioral outcomes PCVs are also associated with a range
of attitudinal adjustments that impact exchanges. PCVs lead to a decrease in trust (Robinson 1996) and
organizational commitment (McDonald and Makin 2000), as well as an increase in cynicism (Johnson
and O’Leary-Kelly 2003) in relation to the counterparty in the exchange.
The psychological contract perspective has been adopted in information systems research
across a number of contexts: virtual teams (Piccolli and Ives 2004), outsourcing (Koh et al. 2004), online
market places (Pavlou and Gefen 2005) and sponsored open source software projects (Agerfalk and
Fitzgerald 2008). Piccolli and Ives (2004) conducted a content analysis of communications in virtual
teams and observed that apparent psychological contract violations had a detrimental impact on trust
among team members and consequently on their performance in virtual teams. Koh et al. (2004)
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studied the content of psychological contracts in outsourcing relationships and have found that the
fulfillment of psychological contracts in outsourcing relationships is positively related to satisfaction with
the outsourcing relationships and intention to continue the relationships in the future. Pavlou and Gefen
(2005) found that psychological contract violations in online marketplaces were associated with an
increase in the perceived risk of future transactions in the marketplace and a decrease in the willingness
to transact. Agerfalk et al. (2008) identified perceived obligations in sponsored open source projects and
have shown that the fulfillment of the psychological contracts was positively associated with the success
of the projects. The table below provides a summary of psychological contracts research across different
contexts.
Table 2. Examples of the Content of Psychological Contracts in Different Contexts.

Context

Content of the psychological contract

Employment within organization
(Rousseau 1990)2

Employer obligations:
 Advancement
 Performance-based pay
 Training
 Job security
 Development
 Support

Outsourcing relationships
(Koh et al. 2004)

Supplier obligations:
 Accurate project scoping
 Clear authority structures
 Active leadership
 Effective human capital management
 Effective knowledge transfer
 Building effective inter-organizational teams
Customer obligations:
 Clear specifications
 Prompt payment

2

The content of individual psychological contracts varies greatly across different employment relationships.
Training and organizational support are the most common obligations encountered in organizational research
(Zhao et al. 2007). The focus of the current dissertation is on psychological contracts in information exchanges and
a detailed review of the content of psychological contracts in the organizational context is beyond the scope of the
current study. For a review, please refer to (Herriot et al. 1997)
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Close project monitoring
Dedicated project staffing
Knowledge sharing
Project ownership

Online market place
(Pavlou and Gefen 2005)

Seller obligations:
 Deliver the product purchased
 Deliver the item that is as described/advertised
 Accept payment
 Ship without delay
 Honor the return/refund policy
 Follow the payment policy

Sponsored open source projects
(Agerfalk and Fitzgerald 2008)

Sponsor obligations:
 Achieving consensus on development roadmap
 Project ownership (senior management
commitment)
 Marketing project to achieve visibility
 Transparency and close project monitoring
 Creating sustainable ecosystem

Virtual teams
(Piccolli and Ives 2004)

The authors discuss observed incidents involving apparent
psychological contract violations among team members, but
do not provide a categorization of perceived obligations.

Understanding the content of psychological contracts is essential for the prevention of
psychological contract violations. A psychological contract violation was defined by Rousseau as a failure
to fulfill perceived obligations (Rousseau 1989). Subsequent research differentiated the cognitive and
the affective components of a psychological contract violation. Morrison and Robinson (1997) proposed
a process model that distinguishes the cognitive perception of a violation in relation to the perceived
obligations (psychological contract breach) and the affective experience that encompasses feelings of
indignation, frustration, anger and betrayal (psychological contract violation) (Morrison and Robinson
1997). In a subsequent study Morrison and Robinson (2000) have shown that a cognitive perception of a
psychological contract breach is associated with the behavioral response and the affective experience of
a psychological contract violation partially mediates this relationship (Robinson and Wolfe Morrison
2000).
12
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Psychological
contract violation

Behavioral response
Psychological
contract breach

Figure 1. Cognition, Affect and Behavioral Response in Psychological Contract Violations

The psychological process underlying the perception of and the response to a psychological
contract violation is consistent with the predictions of cognitive dissonance theory (Festinger 1957),
which posits that a person who perceives incongruent stimuli will experience psychological discomfort
and consequently will seek to reduce the discomfort through a combination of adjustment of their own
beliefs (Bem 1967), discrediting the source of incongruent stimulus (Koehler 1991) or a behavioral
response aimed at reducing the dissonance (Elliot and Devine 1994). A perception of a discrepancy
between perceived obligations and perceived performance (a psychological contract breach) leads to an
emotional reaction that encompasses feelings of frustration, betrayal and anger (psychological contract
violation). The emotions motivate the affective and behavioral adjustment, which in turn reduces the
psychological discomfort associated with cognitive dissonance. While cognitive dissonance theory offers
a perspective on what happens at a point in time when a perceived breach of psychological contract
occurs, there are several other theoretical perspectives that offer a broader view of the process of
attitudinal and behavioral adjustment in response to psychological contract violations. Social exchange
13
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and equity theories posit that exchange participants engage in exchanges seeking socio-emotional or
economic benefits (Emerson 1976). Social exchange and equity theories posit that violations of
expectancies in relation to the expected benefits and/or counterparty behavior in the exchange would
lead to a reduction of inputs from the party who perceives inequity or injustice (Adams 1963; Rawls
1977). Social exchange theory largely ignores the affective experience of inequity and injustice. Affective
event theory evolved in the organizational context to explain how employees react to positive and
negative affective events in the workplace (Weiss and Cropanzano 1996). The affective event theory
posits that positive and negative affective experiences in the workplace contribute to attitudinal
changes among the employees which in turn affect behavior. The accumulation of positive or negative
emotional experiences at work may increase or reduce the employee satisfaction and commitment to
the job. Changes in satisfaction and commitment affect the in-role and extra-role employee behaviors as
well as the intention to terminate the employment relationship (Zhao et al. 2007).
Research on anger offers further insight on how the affective response mediates the behavioral
outcomes in response to a perceived betrayal. Anger is conceptualized as a cognitive-affective state
which develops in response to perceived interference with attaining individual goals (Berkowitz and
Harmon-Jones 2004). Anger may arise from perceptions of goal incongruence, obstacles to goal
achievement, or indication of negative outcomes (Berkowitz 1989). These perceptions undermine
successful goal attainment and therefore pose a threat to self-efficacy, which is an individual’s selfassessment of being able to attain the desired objectives (Bandura 1997). The resulting emotional
response implies non-acceptance of the perceived circumstances and carries two additional implicit
assumptions (Stein and Levine 1999). First, that there is someone responsible for the perceived
interference. Second, that there is a course of action available which can remedy the situation. The
assumption that a course of action exists combined with a high level of negative emotional arousal
motivates behavioral responses associated with anger which typically involve aggression (Berkowitz
14
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1990). Insights from research on anger suggest that in the context of information exchanges
counterparties initially engage in an information exchange seeking to accomplish individual goals.
Psychological contracts encompass perceived obligations that accompany the exchange and their
fulfillment is critical to goal attainment. A perception that the counterparty reneged on its obligations
poses a threat to the successful goal attainment and may trigger an emotional response that includes
the feeling of anger. However, perceived obligations which comprise psychological contracts may have
varying significance. Not all perceived violations of assumed obligations pose a threat to self-efficacy
and result in anger. A subset of perceived obligations, that when violated do not carry a threat to selfefficacy, may lead to a cognitive adjustment (revision of the psychological contract). On the other hand,
psychological contract violations that threaten core objectives associated with the exchange present a
threat to self-efficacy (Ausbrooks et al. 1995). Such violations are likely to lead to a strong affective
response that motivates a behavioral response aimed at decreasing cognitive dissonance and reducing
the perceived threat to self-efficacy.
Affective event theory predicts that in an information exchange relationship accumulation of
individual positive and negative affective events will lead to attitudinal and behavioral adjustment. The
negative and positive affective experiences in an exchange are related to the expectancies held in
relation to the counterparty in the exchange. Perceived underperformance in relation to the
expectancies is likely to produce negative affective experiences, while outperformance in relation to the
expectancies is likely to produce positive affective experiences. The following section explores the
question of which expectancies are likely to be present across information exchange contexts.

The content of psychological contracts in information exchanges
While a number of researchers have suggested that the intellectual property rights and privacyrelated concerns are inherent to any information exchange (Kahin and Varian 2000; Samuelson 1999;
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Zittrain 2000), I review interdisciplinary research that provides the theoretical foundation for this claim.
The following section presents an overview of research streams in information economics,
organizational behavior and legal studies which point to intellectual property and privacy rights as
constituting the core domains of psychological contracts in information exchanges.
Information is the focal asset that is traded in information exchanges. A rich stream of research
in information economics has focused on the role of information in market structures. Incomplete
contract theory represents the latest development in this stream and it emphasizes the critical role of
intellectual property rights in information exchanges (Hart and Moore 1990; Hart 1988). To understand
the roots of incomplete contract theory, I present a brief overview of agency theory which provides the
foundation for incomplete contract theory.
Agency theory focuses on the potential misalignment of interests between the principal and the
agent hired to act on behalf of the principal (Eisenhardt 1989; Ross 1973). The information asymmetry
between the agent and the principal becomes an issue when it is accompanied by the principal being
unable to monitor the agent’s performance. These conditions create a threat of opportunistic behavior
by the agent. Modern corporations are commonly managed by hired professionals who have little if any
actual ownership in the companies while having a significant impact on the outcomes (Harrison and
Harrell 1993). The employees and managers have information regarding production and market
conditions, but their incentives may be misaligned with the owners’ objectives creating a moral hazard
risk – a situation when agents may act in self-interest to the detriment of the owner (Donaldson and
Preston 1995). Outsourcing relationships are equally affected by information asymmetry – shirking and
holdups are common problems (Aron et al. 2005). Shirking is defined as underperformance in relation to
contractual obligations that arises due to information asymmetry and the difficulty of performance
monitoring and contract enforcement (Aron et al. 2005). The threat of a holdup (renegotiation of terms)
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arises from the investment in specialized information or information technology assets that create a
lock-in effect (Clemons and Hitt 2004). The agency theory suggests that a detailed contractual
specification of all possible contingent outcomes can serve to remedy the problem created by the
information asymmetry (Alchian and Demsetz 1972; Jensen and Meckling 1976).
A detailed contractual specification of contingent outcomes implies that legal contracts would
get longer over time, however due to some evidence to the contrary (Crocker 1988; Lyons 1996)
incomplete contract theory was proposed and developed. The theory proposes that a greater level of
detail in legal contracts has the opposite effect of creating unanticipated loopholes (Grossman and Hart
1986; Hart and Moore 1990) and consequently legal contracts focus on the essence of the agreement
between the parties instead of all possible contingencies. Incomplete contract theory suggests that
hierarchies (companies) evolved to specifically address the issues of incomplete contracts by providing a
more flexible control structure capable of addressing non-contractible terms and the contingent
outcomes (Tirole 1999). Hierarchies are efficient because they give the owners greater leeway in
controlling assets (including information assets) in the presence of incomplete contracts. Given the
difficulty of contracting contingencies associated with intellectual property in market transactions, the
incomplete theory advocates for control mechanisms in addition to legal contracts in order to stimulate
information exchanges in the market. Incomplete contract theory highlights the importance of
intellectual property laws as a control mechanism for residual (non-contracted) intellectual property
rights (Walden 2005) – potential counterparties in an information exchange are more likely to engage in
an exchange in the presence of incomplete contracts if intellectual property laws offer additional
protection and a mechanism for resolution of post-contractual disputes.
The emphasis of incomplete contract theory on the legal protection of intellectual property as a
critical control mechanism affecting information exchanges recognizes that non-contractibility and
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unexpected contingencies frequently arise in information exchanges. The intellectual property rights
afforded by laws protecting intellectual property address the exclusive ownership rights in relation to
information assets and provide the incentives for market participants to make an investment in
information assets (Gould and Gruben 1996; Helpman 1992). Information assets similarly to physical
assets can contribute to value creation through the direct use (referred to as communal rights) or by
allowing others access to the assets (referred to as excludability) (Walden 2005). The right to control
access to the information assets and the exclusive right to earn income from the information assets
constitute the property rights associated with the intellectual property. Property rights are inherent to
the ownership of information assets (Burk 2004) and perceived violations of property rights in the
context of information exchanges are expected to contribute to the affective and behavioral responses
associated with perceived violations.
In the context of information exchanges, psychological contracts encompass perceived rights
and corresponding counterparty obligations in relation to the information that is being exchanged.
Following Morrison & Robinson’s (1997) definition of psychological contract breach, I define intellectual
property rights breach as a cognitive perception of a violation of intellectual property rights
expectancies that comprise a psychological contract. As mentioned previously, a perception of an
intellectual property breach does not mean that an actual breach occurred. A perceived breach may
occur due to misinterpretation of ambiguous information. A perceived breach of intellectual property
rights will constitute a breach of psychological contract. A perception of a psychological contract breach
will lead to the affective experience of a psychological contract violation.
H1. Perceived breach of Intellectual property rights is positively related to psychological contract
violation.
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In addition to concerns about intellectual property, information exchanges that involve
disclosure of personal information also raise privacy concerns. Privacy has been a topic of research
across legal studies, sociology and information systems (Belanger and Crossler 2011; DeCew 1986;
Schwartz 1968; Smith et al. 2011), yet it remains difficult to define (Solove 2008). The legal definition of
privacy goes back to (Warren and Brandeis 1890) who presented an argument that a law was needed to
protect individuals from unauthorized portraiture in the media and defined privacy as the right “to be
left alone”. Warren’s legal argument laid the foundation for the development of the privacy-related tort
law. The legal basis for privacy protections continues to evolve in both the statutes and the legal
precedent, but individuals are generally afforded legal protection against the intrusion onto one’s
solitude, unauthorized information collection (surveillance), unauthorized private information disclosure
to third parties and misappropriation of one’s name or likeness (Kalven 1966).3 While privacy
encompasses a broad spectrum of rights and associated concerns, I focus on the information privacy as
a subset of privacy-related concerns that are relevant to information exchanges (Dinev et al. 2006).
Information privacy is defined as individual’s desire to control personal data collection and use
(Belanger and Crossler 2011). Concerns about information privacy have been identified as a significant
impediment to e-commerce transactions leading to a wave of publications related to factors that
influence the intent to disclose personal information (Lee et al. 2011; Sheng et al. 2008). Seemingly in
violation of stated concerns about privacy, consumer information disclosure online appears to
proliferate rapidly (Berendt et al. 2005). This observation has been referred to as a privacy paradox
(Awad and Krishnan 2006). Privacy calculus theory evolved to address the seemingly counterintuitive
observations of the privacy paradox (Dinev and Hart 2006b).

3

For a detailed discussion of privacy-related laws and legal precedent refer to (Solove 2008).
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The privacy calculus model of individual decision making in relation to the disclosure of personal
information is built on the calculus of behavior model originally proposed by Laufer and Wolfe (1977).
The calculus of behavior emphasizes individual and environmental dimensions as the drivers of
behavioral outcomes and it involves the evaluation of risks and benefits. Privacy calculus theory adopts
the risk/benefit perspective and offers an explanation of the privacy paradox phenomenon: although
the consumers perceive privacy-related risks associated with e-commerce to be high, the perceived
benefits of information disclosure in online transactions outweigh privacy-related risks and the volume
of e-commerce continues to grow even in the presence of high perceived risks (Awad and Krishnan
2006).
From the psychological contract perspective, the expected benefits and the perceived risks
associated with a disclosure of personal information form a set of implicit rights and associated
obligations between the parties engaged in the exchange. Willingness to disclose personal information
assumes a certain level of trust in an exchange. Violation of trust leads to a sense of betrayal. The
emotional experience of betrayal stems from a perceived violation of pivotal expectancies (Elangovan
and Shapiro 1998). Betrayal along with anger is the core affective experience associated with a PCV
(Morrison and Robinson 1997). Perceived violations of trust expectancies associated with a disclosure of
personal information will lead to a strong affective response. Following Morrison & Robinson’s (1997)
definition of the psychological contract breach, I define perceived privacy breach as a subjective
cognitive perception of a violation of privacy-related expectancies that comprise a psychological
contract. Similarly to perceived breach of intellectual property rights, a perceived breach of privacy may
occur even in the absence of an actual privacy breach. The perception of a privacy breach is entirely
subjective and may occur due to misinterpretation of ambiguous information. In accordance with the
predictions of the psychological contract theory, perceived privacy breach will constitute a breach of the
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psychological contract and it will be positively associated with the experience of a psychological contract
violation.
H2. Perceived privacy breach is positively related to psychological contract violation.
I have argued above that a perceived infringement on property rights or privacy will constitute a
breach of psychological contract in information exchanges. The two proposed domains of psychological
contracts in information exchanges (privacy and intellectual property) are distinct, but they are not
mutually exclusive. Privacy-related expectancies are rooted in the desire to control personal information
disclosure. Intellectual property rights expectancies are rooted in the sense of ownership and
expectancy of remuneration for information asset exploitation. It is possible to imagine contexts which
are dominated by either privacy concerns, e.g. health forums or intellectual property concerns, e.g.
corporate knowledge repositories. Certain types of information assets – personal writings, poems,
pictures, videos – which reveal personal information and have recognizable value as intellectual
property, would likely entail both sets of expectancies.
A psychological contract breach is a subjective perceptual evaluation by an individual of the
counterparty performance in relation to perceived obligations. Since the perception of a breach is a
subjective evaluation, it can result from either a discrepancy in the perceived obligations between the
parties or an act of willful reneging if the parties were previously aware of the mutual obligations. The
perception of the incongruence is dependent on the individual and contextual factors. Consistent with
the theory of information surveillance (Lasswell 1948), Morrison and Robinson (1997) suggest that a
higher salience of a perceived obligation increases the chance that a breach will be perceived, while a
higher degree of uncertainty in relation to a perceived obligation may increase vigilance in the party
actively seeking information in relation to the perceived obligation (Bradac 2001). The greater salience
of concerns in relation to privacy and property rights increases information seeking behavior in relation
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to these concerns. Further, consistent with the predictions of the cognitive dissonance theory, people
tend to interpret obtained information consistently with their concerns thus increasing the possibility
that a perceived breach of privacy and/or property rights would occur. In the next section I argue that
perceived ownership of information assets shared in the information exchange and privacy-related
concerns raise the salience of intellectual property and privacy rights respectively and are positively
related to the psychological contract breach in information exchanges.

The impact of psychological ownership on the perceived breach of property rights
Property ownership is the requisite antecedent of property rights (Demsetz 1967). In the
context of psychological contract breach in information exchanges, it is the psychological and not the
legal ownership of information that is the focal antecedent of perceived property rights. Psychological
ownership is defined as a cognitive-affective state in which individuals feel as though the target of
ownership is theirs (Pierce and Kostova 2001). Psychological ownership is distinct from formal legal
ownership in that psychological ownership may exist in the absence of legal ownership – employees
may feel that they “own” their workplace while having no legal ownership (Van Dyne and Pierce 2004).
It is also possible for a person to feel little psychological ownership of a target even while having legal
ownership – this occurs when a person loses control over the target while maintaining legal ownership
(Pierce et al. 2003).
Psychological ownership theory evolved in the organizational context as an integrative
framework that articulates psychological ownership as a central construct that predicts organizational
citizenship behaviors (Pierce and Kostova 2001). Organizational citizenship behaviors are defined as
spontaneous pro-social behaviors that are critical to organizational success and arise from a sense of
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ownership and the associated sense of responsibility for the target (Podsakoff and MacKenzie 2000).4
The positive association of psychological ownership with extra-role behaviors has been observed across
contexts which include employment relationships, shared housing and virtual worlds (Lee and Chen
2011; Mayhew et al. 2007; Vandewalle et al. 1995).
Examining the human motives underlying psychological ownership, Pierce & Kostova (2001)
pointed to the needs for effectance, self-identification and for a place to “dwell” as the underlying
causes. Effectance refers to an individual’s need to control the environment which can be accomplished
with the use of objects. The need for self-identification is fulfilled through targets of psychological
ownership contributing to the sense of “self” while also serving to represent one’s “self” to others. The
ownership of material objects (cars, homes) along with utilitarian needs also fulfills the need for defining
one’s “self”. The objects of psychological ownership can be both tangible and intangible – children may
claim ownership of nursery rhymes (“that is my song”) and employees frequently claim ownership of
ideas (Pierce et al. 2003). The need for a place to “dwell” was evident in the organizational context as
employees claimed ownership of their workplace in part by decorating it with personal artifacts (Pierce
et al. 2003).
Research in environmental psychology has defined the sense of a place as a construct that
captures identification, attachment and utility derived from association with a geographic location
(Jorgensen and Stedman 2001; Williams and Stewart 1998). The sense of a place construct captures a
broad set of attitudes and beliefs typically associated with places that people inhabit. Similarly to
experience in the physical world, people often describe their experiences in virtual reality worlds as
“living” (Steuer 1992). These experiences often involve construction of information artifacts that

4

Although job satisfaction is the most common direct antecedent of organizational citizenship behavior in the
organizational context, Pierce and Kostova (2001) have argued that psychological ownership is also an important
antecedent.
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facilitate interactions with other members in the virtual worlds. Such experiences are facilitated by
information artifacts embedded in information exchanges (e.g. virtual homes, furniture in Second Life,
individual profiles on social networks). Personalization of one’s environment further enforces the sense
of “living” in the space. Personalization may occur through construction of information artifacts (virtual
reality environments, online profiles) (Ducheneaut et al. 2009; Gross et al. 2005). The process is similar
to personalization of individual workplace in the organizational context. People often decorate their
work environment with personal pictures. Picture sharing through a social network creates a similar
experience in relation to the profile created by an individual on the social network. The social network
profile encompasses information (posts, pictures) shared in the exchange and satisfies a basic human
need for a place to “dwell”. In the contexts where information assets directly or indirectly satisfy the
need for a place to “dwell”, the sense of a place associated with information assets will be positively
related to psychological ownership of information.
H3a. The sense of a place associated with information assets is positively related to
psychological ownership of information.
Psychological ownership emerges through several processes: the exercise of control over the
target of ownership, coming to know the target intimately, and/or through investment of self in the
target of ownership (Pierce and Kostova 2001). These processes may occur in parallel or independently.
In the organizational context, investment of self is most clearly revealed in the contribution of effort and
ideas (Van Dyne and Pierce 2004). The psychological process underlying bonding with objects appears to
be deeply rooted in human psychology. Repeated exposure to an object is associated with a positive
evaluation of the object (Bornstein 1989), and a mere touch of an object has a strong effect on the
subconscious ownership felt towards the object (Peck and Shu 2009). In the context of information
exchanges, contribution of information leads to a greater sense of ownership of the information asset.

24

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
This effect has been demonstrated in virtual teams (Shockley-Zalabak 2002) and knowledge sharing
systems (Constant et al. 1994).
H3b. Information contribution is positively related to psychological ownership of information.
In addition to information contribution, investment of self in the context of information
exchanges also commonly involves self-disclosure, the process of revealing personal information to
others in order to establish close personal relationships (Krasnova and Kolesnikova 2009). Self-disclosure
is known to occur in computer-mediated communication as a coping strategy in response to the
restrictive nature of underlying technology (Tidwell 2002). Given the lack of non-verbal cues in computer
mediated communications, participants in computer-mediated conversations tend to disclose greater
personal details to overcome the medium’s limitations. Psychological ownership theory predicts that a
greater degree of self-disclosure leads to a greater sense of the psychological ownership of information.
This effect has been observed across a number of contexts. The web has created many opportunities for
individuals to establish online presence. A study of consumer behavior has revealed that selfpresentation on personal and group web sites creates a sense of ownership over information resources
(Schau and Gilly 2003). In the context of social networking sites members disclose private information
about themselves with the goal of maintaining and developing connections with other members
(Christofides et al. 2009). A greater degree of self-disclosure in the online context integrates the
information resource which contains the disclosed information into a broader sense of self and thus is
more intimately integrated with a person’s identity increasing the salience of information ownership.
H3c. Self-disclosure is positively related to psychological ownership of information.
The exercise of control is a critically important antecedent of psychological ownership (Pierce et
al. 2004). The exercise of control facilitates effectance and also enables self-expression, the core
processes underlying the development of psychological ownership (Pierce et al. 2003). Failure to control
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the object leads to a feeling of lack of ownership even when the person has the legal ownership of the
object. In the context of information exchanges, the exercise of control consists of control over
information content (making changes) and controlling access to information. These actions increase the
sense of ownership of information. The role of perceived control as a requisite antecedent for
psychological ownership has been demonstrated for tangible as well as intangible objects. For example,
in the context of virtual worlds, control over the three-dimensional virtual spaces has been linked to
psychological ownership (Lee and Chen 2011).
H3d. Perceived control over information is positively related to psychological ownership of
information.
While psychological ownership is associated with desirable pro-social behaviors within
organizations, it has also been found to have negative consequences in some contexts. A sense of
psychological ownership is associated with territorial behaviors, particularly unwillingness to share
control and resistance to change (Pierce et al. 2003). These behaviors arise from the motives that
underlie psychological ownership – the individual need for effectance and the desire for maintaining
identity. A perceived infringement on the object of psychological ownership leads to territorial
behaviors aimed at protecting control and ownership (Avey et al. 2009; Pierce et al. 2009). People form
bonds of ownership with physical, informational and social objects and they seek to assure exclusive
ownership of the objects (Avey et al. 2009). Further, Brown et al. (2005) have noted that psychological
ownership motives may underlie protective action in relation to the objects of psychological ownership
even “prior to an infringement with the purpose of thwarting infringement actions taken by others”
(Brown, Lawrence, & Robinson, 2005, p. 583). Regular information contribution, a higher level of selfdisclosure, and regular rituals affirming control over the information resources are instrumental to
psychological ownership. These actions increase personal engagement with the object of psychological
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ownership. Higher salience of the instrumental and symbolic importance of the information resource is
a consequence of a greater sense of psychological ownership. A greater sense of psychological
ownership is associated with a greater degree of information surveillance and protective behaviors
aimed at protecting the information resource as it fulfills instrumental and symbolic needs. The theory
of psychological ownership predicts that in the context of information exchanges, greater perceived
ownership of information leads to a heightened salience of the property rights and associated increase
in information seeking that may reflect a breach of intellectual property rights.
H4. Psychological ownership of information is positively related to perceived breach of property
rights.

The impact of privacy concerns on privacy breach
Provided that privacy is a core domain of psychological contracts in information exchanges,
privacy-related concerns will influence the incidence of perceived privacy-related violations. Several
studies have examined privacy-related concerns and proposed associated theoretical models (Malhotra
et al. 2004; Smith et al. 1996). Smith (1996) proposed a four factor model of privacy-related concerns
grounded in privacy-related research. The four privacy-related concerns that are stable across contexts
are concerns about information collection, unauthorized use of information, improper access to
information and errors (Smith et al. 1996). Research on the factorial nature of privacy-related concerns
has suggested that the four individual concerns are reflective in relation to a second order construct
underlying general privacy concerns (Stewart and Segars 2002). Prior research has also established the
predictive value of privacy concerns in relation to information disclosure in e-commerce (Stewart and
Segars 2002; Suh and Han 2003) and mobile geo-location services (Sadeh et al. 2009).
To address the question of how privacy-related concerns will impact the perception of privacyrelated violations, I conceptualize privacy-related concerns as a set of cognitive-affective mental
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schemas. I draw on the cognitive-affective system theory (Mischel and Shoda 1995)5 to hypothesize that
a greater level of privacy-related concerns leads to a higher incidence of perceived privacy breach. The
cognitive-affective system theory focuses on cognitive-affective units as fundamental mediators of
personality in relation to behavior across different contexts. The cognitive-affective units are stable
mental structures that affect information processing and regulate behavior via two paths (Beck and
Clark 1997). First, a set of salient concerns leads to a person actively seeking out information that would
be consistent with the concerns and further information available in the environment will be processed
and interpreted to be consistent with the associated concerns (Chaiken 1980). When particular concerns
are salient, it is difficult for a person to turn attention away from the concerns. In the extreme cases
concerns may lead to uncontrollable anxiety (Mischel and Ayduk 2002). In accordance with the
predictions of the cognitive-affective system theory, the greater salience of generalized privacy concerns
increases information seeking in relation to these concerns. Further, if a person has concerns about
improper information collection and use, ambivalent information regarding these issues will likely be
interpreted consistently with the existing mental schema to be an indication of a privacy breach.
H5. Information privacy concerns are positively related to privacy breach.

Moderating effects of trust on perceptions of psychological contract breach
Trust is a key factor in information exchanges (Chow and Chan 2008; Nelson 1996). Trust is
defined as “an intent to be vulnerable in an exchange”, and it plays an important role in virtual teams
(Ridings et al. 2002), virtual communities (Jarvenpaa and Leidner 2006) and e-commerce (Gefen et al.
2003; Kim and Benbasat 2009). An evaluation of the counterparty trustworthiness precedes the
intention to transact for the first time. The evaluation of trustworthiness comprises perceived ability,

5

The cognitive-affective system theory builds on the cognitive dissonance theory by incorporating cognitiveaffective units that comprise mental schemas and behavioral scripts as units of analysis.
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benevolence and integrity in relation to the counterparty (Blau 1964; Mayer and Davis 1995). A positive
initial trust evaluation facilitates an exchange between the two parties which in turn provides
experience necessary for an on-going evaluation of trust in relation to the counterparty (Finucane et al.
2000). Trust in an on-going relationship serves as an affective heuristic that is positively related to
continued intention to transact (McKnight et al. 2000).
According to the theory of cognitive consistency, trust acts as a positive attitude that influences
information selection and processing (Greenwald 1980).6 Cognitive consistency is maintained by seeking
out and interpreting one’s environment to reinforce prior knowledge, beliefs and attitudes (Fisker and
Taylor 1984). Selective information processing is reflected in a number of cognitive biases and is most
clearly seen in individuals seeking out information confirming beliefs and attitudes and ignoring
disconfirming information (Nickerson 1998). In the organizational context the impact of higher trust is
reflected in lower perceived instances of psychological contract breach in the presence of evidence
suggesting that perceived obligations were in fact breached (Robinson 1996). In the context of
information exchanges a high level of trust would lead to selective information processing, such that
information that would indicate potential property rights or privacy-related breach would be
disregarded and information consistent with high trust would be selectively processed from the
environment.
H6a. Trust in the information exchange negatively moderates the relationship between
perceived ownership of information and perceived intellectual property breach.

6

The theory of cognitive consistency echoes the predictions of the cognitive dissonance theory – a perception of
conflicting stimuli causes psychological discomfort. The cognitive consistency theory builds on cognitive dissonance
theory and suggests that a person is motivated to maintain cognitive consistency in relation to held beliefs. The
desire for cognitive consistency is reflected in how information is perceived and processed.
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Similarly to the effect of trust on the perceptions of violation of property rights, trust would also
moderate the perception and interpretation of information indicating possible privacy-related
violations. The role of trust as a moderator of privacy-related concerns has been demonstrated in a
study of e-commerce. A high degree of trust in a counterparty has been shown to moderate a high
degree of privacy-related concerns and ultimately lead to consumers transacting online (Sheng et al.
2008). This effect is expected to be present in the context of information exchanges involving private
information in general.
H6b. Trust in the information exchange negatively moderates the relationship between general
privacy-related concerns and perceived privacy breach.

Moderators of progression from the psychological contract breach to the psychological
contract violation
A psychological contract breach triggers a process of sense making aimed at 1) evaluation of
potential implications of the perceived breach for the individual and 2) evaluation of available coping
strategies (Morrison and Robinson 1997). These processes are referred to as primary and secondary
appraisal and have been extensively studied in psychology (Folkman et al. 1986; Tomaka et al. 1993). In
constructing the process model of psychological contract violation, Robinson & Morrison (1997) have
suggested that dispositional as well as exchange specific factors affect the progression from a cognitive
perception of a psychological contract breach to a PCV. The exchange related factors include causal
attribution of the perceived violation (willful reneging or incongruence), evaluation of benefits attained
through the exchange, potential impact of the transgression, availability of alternatives and the cost of
terminating the relationship (Morrison and Robinson 1997). The exchange-related factors have a
complex relationship with the development of the PCV. Individual factors may have threshold values
which trigger a PCV (Morrison and Robinson 1997). At the same time multiple factors may interact and it
is the interaction of the factors that are expected be a significant predictor of the PCV. Robinson and
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Morrison (1997) suggested a three-way interaction of outcome assessment, attribution and perception
of fairness. Perceived willful violations against the norms of fairness which have a significant detrimental
impact on the affected party are much more likely to produce a PCV than other types of transgressions.
A proper evaluation of these factors falls outside of the scope of the current dissertation. I include an
evaluation of equity sensitivity as a moderator of the relationship between the property right violations
and the psychological contract violation as a first step for future research on factors that affect the
development of a PCV. Equity sensitivity has been proposed to be a key dispositional moderator of the
PCV by Robinson and Morrison (1997). The proposed moderating effect of equity sensitivity has been
confirmed in the organizational context (Kickul and Lester 2001).
Equity sensitivity
Equity sensitivity was proposed by Huseman et al., (1987) as a personality trait that affects
individual reactions to equity/inequity perceptions (Huseman et al. 1987). Equity sensitivity recognizes
that individuals differ in their preferences of distribution of outputs in relation to inputs and defines
three classes of individuals (Rychlak 1973). Benevolents “think more of giving than receiving” and show
altruistic tendencies. This type of behavior may be influenced by cultural norms and context. Dutch
students have been found to exhibit more altruistic behavior in comparison to American students, and
emphatic arousal has been shown to lead to the altruistic behavior (Weick et al. 1976). Equity sensitives
are defined as individuals who behave in a manner consistent with the prediction of equity theory
(Adams 1966), demanding to be equitably compensated for a higher level of contribution. Entitles, the
third class of individuals according to equity sensitivity, are characterized by “having much, but wanting
and expecting more, all assumed to be his or hers by right” (Coles 1977).
Benevolents prefer the arrangements in which the counterparty in an exchange derives greater
benefits. Relatively low equity sensitivity (high benevolence) among employees has been shown to be
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negatively correlated with the intention to leave a company (King and Miles 1994). Equity sensitivity has
also been shown to moderate the negative outcomes associated with psychological contract violations
in the organizational context: entitleds developed greater negative affect in response to a psychological
contract violation compared to benevolents (Kickul and Lester 2001). In the context of information
exchanges equity sensitivity is expected to moderate the experience of a PCV. High equity sensitivity
(entitlement) would positively moderate the progression to the PCV, while low equity sensitivity (high
benevolence) would have the opposite effect.
H7. Equity sensitivity positively moderates the relationship between perceived property rights
breach and psychological contract violation.

Attitudinal adjustment to psychological contract violations
Exchange commitment
The experience of a psychological contract violation involves feelings of indignation, frustration,
betrayal and anger (Morrison and Robinson 1997). These feelings motivate behavior and they also have
a significant impact on attitudes in relation to the exchange partner. Research in the organizational
context has explored a broad range of employment related attitudes and organizational commitment
has been found to be a key predictor of employee performance and turnover intention (Steers 1977).
Organizational commitment is a multifaceted construct that encompasses affective attachment and
long-term active orientation towards maintenance of the relationship (Meyer and Allen 1991). This
construct captures the attitudinal dimensions underlying the behavioral outcomes typically associated
with a PCV – positive affect and goal-directed relationship maintenance promote voice and loyalty. The
dimensions of the organizational commitment construct are broadly applicable to any exchange. A
literature survey reveals that a related construct of relationship commitment has been developed in
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research of personal relationships as well as in marketing (Attridge et al. 1998; Morgan and Hunt 1994).
Similarly to organizational commitment, relationship commitment encompasses the dimensions of
affective attachment and long-term relationship orientation. In view of the construct applicability across
contexts, I re-conceptualize the construct as a general exchange commitment that encompasses positive
affect and pro-relationship orientation. Psychological contract violations are associated with a decline in
organizational commitment (Suazo 2009). The experience of a PCV undermines the positive affect
associated with organizational commitment and it erodes pro-relationship orientation. The negative
impact of betrayal on the relationship commitment has been shown in personal (Wieselquist et al. 1999)
as well as marketing relationships (Ndubisi and Wah 2005). These effects are expected to be present in
information exchanges as well. Perception of betrayal and anger associated with a PCV will lead to a
decline in exchange commitment.
H8. Psychological contract violations in information exchanges are negatively related to
exchange commitment.
Cynicism
Another attitude that has been extensively studied in the organizational context is
organizational cynicism (Dean et al. 1998). Philosophical cynicism has its roots in questioning the societal
pre-occupation with materials goods as well as questioning the legitimacy of government structures
(Andersson 1996). In modern use, cynicism is viewed as an attitude that affects information processing
(Andersson and Bateman 1997). Cynicism represents a negative attitude towards evaluation of
competence, integrity and benevolence – dimensions, a positive evaluation of which is associated with
trust (Reichers et al. 1997). Cynicism can also be viewed as a coping strategy that allows one to reduce
cognitive dissonance (Bateman et al. 1992). When a participant in an exchange has a negative trust
evaluation of the counter party in the exchange, but receives a positive trust signal from the
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counterparty, a cynical attitude can reduce the valence of the incongruent signal by reducing its
believability. Psychological contract violations have been shown to increase organizational cynicism
(Johnson and O’Leary-Kelly 2003). Employees who perceive violations of their psychological contracts
reduce their expectancies of sincerity and honesty in relation to the employers. Cynicism poses a
problem because it can become a major barrier to communication and coordination in exchanges.
Organizational cynicism, for example, has been shown to be an impediment to implementation of
organizational changes (Reichers et al. 1997). Cynicism represents an important attitudinal adjustment
to a psychological contract violation. Cynicism acts as a coping strategy for participants who are locked
into an exchange and harbor negative affect towards the counterparty in the exchange. 7 In the context
of information exchanges, a negative affective experience of betrayal and anger associated with a PCV
will lead to increasing cynicism in relation to the counterparty in the exchange.
H9. Psychological contract violations in information exchanges are positively related to cynicism.

Behavioral outcomes associated with psychological contract violations
A perception of incongruence between obligations and performance in relation to intellectual
property rights and/or privacy triggers a cognitive/affective response predicted by the cognitive
dissonance theory (Festinger 1957). According to Festinger (1957), cognitive dissonance occurs when a
person detects two incompatible observations and it produces “a state of aversive tension that people
are motivated to reduce”. The reduction of the cognitive dissonance can be accomplished through a
cognitive adjustment (a revision of own beliefs, discounting of information received from others, or a
purposeful misinterpretation of received information) or through action (Elliot and Devine 1994).
Hirschman (1970) proposed a typology of actions that are associated with a betrayal of
expectations in relationships between companies and their customers. The proposed typology included

7

Relational lock-ins are discussed later as contextual moderators of PCV outcomes.
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3 types of actions classified as exit, voice and loyalty (Hirschman 1970). Loyalty is defined as “passive,
but optimistic waiting” for the quality of the relationship to improve. Voice is characterized by the
communication of the disagreement about the terms of the exchange and exit represents actions
leading to the termination of the relationship (Rusbult, Farrell, Rogers, and III 1988). Hirschman’s
typology was extended by Rusbult and Zembrodt (1983) who added neglect to the list8 (Rusbult and
Zembrodt 1983). Exit, voice, loyalty and neglect (EVLN) form a typology of possible behavioral responses
that can be organized across two dimensions. The first dimension represents a person’s intention to
rebuild the relationship: loyalty and voice are consistent with the intention to rebuild, while neglect and
exit responses lead to a progressive degradation of the relationship quality. The second dimension is
defined by whether the response is active or passive. Voice and exit represent active responses while
loyalty and neglect are categorized as passive responses. Importantly the individual dimensions of EVLN
encompass intentions as well as actual actions. For example, the exit construct includes consideration of
terminating the exchange relationship, termination of the relationship, and also actions, such as law
suits, which may follow after termination of the relationship. The EVLN typology has been extensively
applied in the organizational context to study factors that affect employment relationships (Farrell and
Rusbult 1992; Rusbult, Farrell, Rogers, and III 1988; Withey and Cooper 1989). A study of psychological
contract violations in the organizational context has established that psychological contract violations
lead to a decrease in loyalty and an increase in voice, neglect and exit (Turnley and Feldman 1999).
Exit, voice, loyalty and neglect represent four distinct potential behavioral outcomes of a
psychological contract violation. The choice of action is not exclusive and a participant in the exchange
may engage in a combination of behaviors. The choice of behaviors depends on the intent as well as an

8

Rusbult and Zembrodt initially studied the responses to dissatisfaction in romantic involvements among
undergraduate college students, but later verified the framework in the organizational context (Rusbult, Farrell,
Rogers, and III 1988).
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evaluation of costs and efficacy associated with each behavior (Coleman 1986). From the perspective of
maintaining the exchange relationship, voice is a preferable behavioral outcome. Voice provides an
opportunity for the exchange participants to resolve conflict and maintain the relationship. However,
voice incorporates a broad range of actions that include appeals to the counter party in the exchange as
well as appeals to external authorities. A stream of research in organizational behavior has focused on
whistle-blowing as an important example of voice. Whistle-blowing is an example of a pro-social
behavior that alerts authorities about dishonest or illegal business practices (Near and Miceli 1995).
Studies of whistle-blowing have revealed that the intent to alert the authorities was impeded by
perceived risks of retaliation by the employer and that the legal protection for whistle-blowers helps to
overcome these concerns (Near and Miceli 1985). Participants in an information exchange are likely to
engage in voice when the perceived cost of voice is low and the efficacy of voice is perceived to be high.
Consistent with the findings from the organizational context, in the context of information exchanges
voice is predicted to be the first response to a PCV, particularly when the intent is on restoring the
relationship (Klaas et al. 2011).
H10a. Psychological contract violations in information exchanges are positively related to voice.
When the attempts to communicate the dissatisfaction with the current state of an exchange
fail to bring about the desired results or when the costs of voice are prohibitive, participants in the
exchange may seek to rebalance the relationship by contributing less to the exchange. Decreasing
contribution to the exchange is categorized as neglect. In the organizational context neglect takes the
form of doing less work during work hours, taking longer breaks and taking more sick days (Turnley and
Feldman 1998). Neglect is a common outcome of conflict in personal relationships when parties believe
that voice is unlikely to produce the desired changes (Kammrath and Dweck 2006; Rusbult et al. 1982).
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In the context of information exchanges neglect would be reflected in lower information contribution
following a psychological contract violation.
H10b. Psychological contract violations in information exchanges are positively related to
neglect.
It is common that a declining satisfaction with the quality of the exchange relationship is also
associated with a declining sense of loyalty towards the counterparty in the exchange (Farrell and
Rusbult 1992). As mentioned previously, loyalty is reflected in willingness to defend the counterparty
when it is criticized by others (Turnley and Feldman 1999). Loyalty reflects a positive, but passive intent
at restoring the relationship. Research on loyalty in the context of romantic relationships as well as retail
and employment contexts has revealed that a history of positive experiences in an exchange increases
the sense of loyalty (DuWors and Haines 1990). Partners in romantic relationships are more likely to
show loyalty and wait for improvement in the relationship quality when there is a positive relationship
history. Psychological contract violations have a negative impact on loyalty across the different contexts.
Betrayal in romantic relationship is associated with a decline in loyalty and perceived organizational
betrayal has a negative relationship to employee loyalty (Turnley and Feldman 1999). Consistent with
the observations from other contexts, psychological contract violations in information exchanges will
have a negative impact on loyalty.
H10c. Psychological contract violations in information exchanges are negatively related to
loyalty.9

9

Loyalty construct is unique in the EVLN typology in that while PCV leads to increase in voice, neglect and exit, but
a decrease in loyalty. The EVLN typology has been used in over 800 publications and the relationship is preserved
as it has been applied in prior research.
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Growing dissatisfaction with the terms of an exchange leads to search of alternative
counterparties that can deliver the benefits derived through the exchange (Lee 1988). If alternative
counterparties are available and if the switching costs are not prohibitive, exit from an exchange
relationship may occur. Termination of relationships in response to PCV has been documented in studies
of personal and employment relationships (Rusbult et al. 1982; Turnley and Feldman 1999). Termination
of an exchange relationship does not limit the range of exit associated outcomes. Parties exiting the
exchange may seek reparation of perceived insults incurred in the exchange through legal action (Vohs
and Heatherton 2001). The underlying psychological motives of legal action frequently involve a
perceived injury to self-esteem. In other words, if a party in the exchange perceives to have suffered a
personal insult, exiting the exchange may also be followed by legal action aimed at restoring selfesteem.
H10d. Psychological contract violations in information exchanges are positively related to exit.
While EVLN presents a useful typology of behavioral outcomes associated with psychological
contract violations, not all affected parties will engage in all possible outcomes. The following sections
present a discussion of dispositional and contextual factors that impact the progression from a PCV to
the behavioral outcomes.

Contextual moderators of the outcomes of psychological contract violations
The model of the psychological contract violation offered by Morrison and Robinson (1997) is
conceptually identical to the general model of betrayal (Elangovan and Shapiro 1998). The proposed
models emphasize that multiple dispositional and contextual factors affect attitudinal and behavioral
responses to PCVs. A cognitive perception of betrayal is followed by a re-evaluation of benefits obtained
through the relationship/exchange as well as an evaluation of possible alternatives. These contextual
parameters impose important restrictions as a lack of alternatives can force prolongation of a
38

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
relationship involving betrayal if it provides critical benefits, such as a paycheck (Elangovan and Shapiro
1998).
Availability of alternatives
Availability of alternatives is a critical constraint that has been found to moderate the impact of
betrayal across different contexts. Lydon et al. (2008) have found that perceived availability of
alternative partners moderated the responses to a betrayal in romantic relationships. Partners in
romantic relationships were less likely to terminate the relationships following betrayal when they
perceived having few alternatives (Lydon et al. 2008). Robinson (1996) has shown that outcomes
associated with psychological contract violations in the organizational context were affected by the
availability of alternative employment options (Robinson 1996). In times of sparse employment
opportunities, employees are less likely to consider leaving the company even when they felt that their
psychological contracts had been violated. Participation in an information exchange is predicated on
attainment of the benefits expected from the exchange. The expected benefits can be both economic
and non-economic. The availability of alternative exchange partners that can deliver the desired benefits
will constrain the range of options available outside of the present exchange relationship. Similarly to
the findings from the studies of romantic and employment relationships, availability of attractive
alternatives will positively moderate the progression to exit in response to a perceived violation.
H11. Availability of alternatives positively moderates the relationship between psychological
contract violations and exit.
Lock-ins
Even when alternatives are available, relationships may involve lock-ins that effectively preclude
termination of a relationship. Research in romantic relationships has found that children and ownership
of a home significantly reduce the divorce rate (Berman and Frazier 2005). Research in the
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organizational context points to the value of intangible assets embedded in the employment exchange
relationships. Friendships with co-workers and job-specific knowledge represent job-specific assets that
create a relational employment lock-in (Battu et al. 2002; Kulkarni and Ramamoorthy 2005).
Consideration of alternative employment opportunities is affected by the costs of losing personal
friendships and organization specific skills that would occur with the transition to a new employer. The
lock-in effects in relation to information assets are expected to have similar effects in information
exchanges. If information assets shared in an exchange become embedded in the exchange and are
difficult to transfer to alternative exchange partners, such assets will create an effective lock-in that will
significantly increase the cost and decrease the likelihood of exchange termination.
H12. Exchange lock-ins will negatively moderate the relationship between psychological
contract violations and exit.

Personality traits moderating the outcomes of psychological contract violations
Psychological contract violations are stressful for the affected individuals as is commonly
indicated by the emotional response that accompanies a PCV. A psychological contract violation
emotionally is similar to a sense of betrayal (Robinson and Rousseau 1994). Personality traits have a
significant impact on stress coping behaviors and related outcomes. Insights from research in
organizational behavior point to locus of control as a personality trait that moderates responses to
stress and therefore would be expected to moderate psychological contract violations and associated
behavioral outcomes in the context of information exchanges.
Locus of control
Locus of control evolved in organizational psychology as a predictive measure of performance
on a difficult task (Rotter 1966). The locus of control theory classifies individuals into two broad groups –
Internals and Externals. Internals believe that they exert a significant degree of control over their
40

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
environment, while Externals have a tendency to attribute outcomes to factors outside of their control.
The internal/external classification predicts the type of coping behavior likely to be exhibited by an
individual in response to stress (Anderson 1977). Individuals scoring higher on the internal locus of
control measure are more likely to engage in proactive problem-solving behaviors when faced with a
stressful condition, while Externals are more likely to engage in maladaptive negative affective
responses (Lefcourt 1982). The research in information systems is consistent with the predictions of
behavioral research – internal locus of control is associated with higher performance among software
developers (Rasch and Tosi 1992) and a greater degree of satisfaction with a system (Srite et al. 2007). In
the context of psychological contract violations in information exchanges, the internal locus-of-control
would be a positive moderator of problem-solving coping responses and consequently PCV outcomes
that are classified as active responses (voice and exit) and a negative moderator of passive responses to
PCV (loyalty and neglect).
H13a. Internal locus of control will be a positive moderator of voice response to PCV.
H13b. Internal locus of control will be a positive moderator of exit response to PCV.
H13c. Internal locus of control will be a negative moderator loyalty response to PCV.
H13d. Internal locus of control will be a negative moderator neglect response to PCV.
Theoretical integration has produced a model which provides an intuitive view of causes
underlying conflicts which frequently arise in information exchanges. Information exchanges involve two
sets of unique concerns: concerns about misappropriation of information and concerns about privacy.
Privacy concerns are deeply rooted in individual sense of dignity and efficacy (Beaney 1966). Perceived
privacy violations trigger a strong affective response. Concerns about information misappropriation (e.g.
theft) stem from the sense of ownership which may exist independently from legal ownership of
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information. People vigorously defend ownership of ideas while no legal protection for ideas as such is
available. Copyright law protects expression of ideas (writing, performance), but not the ideas
themselves. Patents only protect novel non-obvious ideas that have practical utility. Expectancies of
rights associated with information are rooted in psychological ownership of information. In accordance
with the predictions of psychological ownership, control over information, degree to which the
information reveals private facts, volume of information contribution and a sense of a place associated
with the information assets all increase the salience of perceived ownership. The higher salience of
ownership is associated protective behaviors which arise in response to perceived infringement.
Participants engage in information exchanges seeking certain objectives. In the process of
engagement, participants form a set of expectancies that exist as idiosyncratic mental schemas. The
mental schemas encompassing expectancies constitute a psychological contract. A perceived breach of
non-essential expectancies may trigger an adjustment of expectancies. A perceived breach of pivotal
expectancies will trigger a strong affective response (feelings of anger, frustration, and betrayal) which
will motivate a behavioral response. People may get angry when their ideas are stolen or private
information is revealed without permission. The affective experience of a psychological contract
violation triggers the behavioral response that can be characterized as a decrease in loyalty or an
increase in voice, neglect or exit. At the same time the experience of a PCV leads to a change in attitudes
in relation to the counterparty: an increase in cynicism and a decrease in exchange commitment. Figure
3 summarizes the full research model.
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METHODOLOGY
The proposed model of psychological contract violations in information exchanges applies to
information exchanges across different contexts. Every information exchange will be affected by
concerns over information misappropriation (intellectual property rights). Additionally, any information
exchange that involves disclosure of private information will also be affected by privacy-related
concerns. For the purposes of this dissertation, I concentrate on technology-enabled information
exchanges. More specifically, I evaluate the proposed model of psychological contract violations in
information exchanges between users of social networking sites (SNS) and the SNS providers using a
cross-sectional survey. The choice of context is driven by several considerations. First, the use of
technology is the dominant way of enabling information exchanges today. This is especially the case for
SNS, where information exchange is the key activity taking place both between SNS users and between
users and the SNS providers. Second, there is evidence of psychological contract violations in the
exchanges between users and SNS providers, which is important for the evaluation of the model – the
presence of apparent psychological contract violations makes it possible to examine the hypothesized
relationships is a cross-sectional study.

Context selection
Social networking sites continue to capture a growing slice of daily activities across
demographics. Facebook, the largest online social network, counts over 1 billion active users worldwide
(“Facebook reports second quarter 2012 results” 2012) and an average American Facebook user spends
almost 14 hours a month on Facebook (Constine 2012). Facebook has broadened its reach beyond its
own web site and mobile applications as Facebook login and “like” buttons have been broadly adopted
across third party web sites with more than 80% of the top 100 web sites having integrated Facebook
functions. Facebook reports that 10,000 new web sites add Facebook “like” buttons each day (Parr
2011) and over 2.7 billion clicks on the “like” buttons have been recorded (Facebook 2012a).
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Information posting and sharing are the key activities which occur across social networking sites which
help users maintain existing relationships and establish new contacts (Raacke and Bonds-Raacke 2008).
It is important to note that while SNS users share information primarily with each other, the act of a
registration on a social networking site also creates a relationship between a user and the company
which provides the service. The current dissertation investigates psychological contracts in the context
of information exchanges between the SNS users and the SNS provider.
As a typical SNS, Facebook provides its users with a service for creating profiles, establishing
connections, sharing information and communication. Facebook offers the service free of charge to its
users and the company relies on the Terms of Use and Privacy Policy to establish the legal basis for the
relationships with its users. The legal contracts are presented to the users during the registration
process. Exploratory interviews that I conducted with Facebook users have revealed that they commonly
skip reading the contracts during registration and are generally unaware of the terms in the legal
contracts. While the SNS users may lack even the basic awareness of the content of the legal contracts,
these contracts give Facebook a broad spectrum of rights in relation to the information that is shared by
its members. Facebook Terms of Service include the following: “you (the user) grant us (Facebook) a
non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use any intellectual
property content that you post on or in connection with Facebook” (Facebook 2012b).
Since its launch Facebook has repeatedly found itself in conflict with its users over how the
company uses the information shared by its members. Facebook News Feed went live in 2006 and
presented an aggregated view of the news posted by friends on Facebook. Prior to the News Feed
launch Facebook users had to visit individual profiles of their friends to learn the news related to each
friend. The new feature was meant to make it easier for the users to see updates from the entire
network of friends, however many users perceived the new service to be very intrusive as all updates

45

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
suddenly became much more visible. An early Facebook employee who handled customer complaints at
the time of the service launch includes a description of Facebook News impact on the users as
“information rape” – as traumatic events such as break-ups captured by Facebook relationship status
updates were immediately broadcast throughout the entire social circle amplifying the emotional
impact (Losse 2012). An advocacy group established to voice users’ discontent quickly gathered over
700,000 members and Facebook was forced to take the News Feed service down and implement new
privacy controls before re-launching the service (Hoadley et al. 2010).
In 2007 Facebook launched a new service called Facebook Beacon which began to broadcast
information about users’ purchases made on 20 partner web sites that included Fandango, Sony and
Overstock among others (Perez 2007). The new service immediately led to an uproar among the
Facebook users and though purchase broadcasts were quickly deactivated by Facebook, there is still a
class action lawsuit pending against Facebook (Perez 2009).
The latest case of conflict between Facebook and its users concerns the use of “likes” as social
ads. “Like” buttons have become ubiquitous across the Internet. Over 50% of the top 10,000 Internet
web sites use Facebook “like” buttons (Hachman 2011) and Facebook reports to have recorded over 2.7
billion “likes” (Facebook 2012a). “Likes” were initially displayed in the users’ news feeds as one-time
status updates, but Facebook subsequently extended the use of “likes” by turning “likes” into social ads
in 2007. The social ads are paid ads displayed by Facebook promoting friends’ “liking” the advertised
product or service and the social ads repeatedly re-broadcast the “likes” through friends’ networks. The
use of “likes” for advertising is critical to Facebook’s revenues and the service received new scrutiny as
the company went public. NY Times was among major media outlets to profile examples of
misappropriation of “likes” that created friction between Facebook and its users. The NY Times told a
story of a Facebook user who “liked” a 50 gallon tub of personal lubricant as a joke that was meant to
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appear as a one-time status update, but instead turned into a repeatedly broadcast paid social ad
promoting the vendor (Sengupta 2012a).
The cases cited above illustrate recurring instances of conflict between Facebook and its users
that arise even though Facebook has acquired all the necessary legal rights through the legal contracts
underlying the company relationship with its users. The reaction from the company in response to users’
complains indicates that the company relies on the legal contract as the governing mechanism
underlying the relationships with the users. Mark Zuckerberg, Facebook founder and CEO, posted a
comment in response to complaints about the News Feed service in which he said the following: “We
didn’t take away any privacy options. The privacy rules have not changed.” (Zuckerberg 2006) This
situation mirrors the observations made by Rousseau in the organizational context – the fulfillment of
the legal obligations is insufficient for sustaining productive lasting relationships (Rousseau 1995).
Facebook is not unique in claiming rights in relation to the information shared by its users. SNS providers
commonly claim rights to the information shared by the members of the service with the goal of
monetizing the information and the accessible audience (LinkedIn 2012). The legal contracts in place
between the SNS providers and the SNS users appear to fail to capture the perceived obligations that
users hold in relation to the service providers. While Facebook was technically in compliance with the
legal contracts, the company appears to have violated the psychological contracts held by its users.
This dissertation relies on a cross-sectional survey to examine the hypothesized relationships
among the theoretical constructs. Survey based research allows us to evaluate theoretical models in a
relevant context and it is a dominant methodology in information systems research (Palvia et al. 2004;
Pinsonneault and Kraemer 1993).
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Study design
Survey instrument
The survey instrument for the dissertation was developed based on previously published scales.
Age, gender, education, and the length of the user’s SNS tenure were recorded and used as covariates in
the evaluation of the theoretical model. In line with the recommendations of Diamantopoulos (2011),
perceived breach of intellectual property rights and perceived breach of privacy were measured using
formative indicators. A properly measured formative construct has to include all indicators that
formatively contribute to the construct (Cenfetelli and Basseller 2009). The indicators for perceived
intellectual property rights breach were based on the theory of property rights (Demsetz 1967) and are
related to the following: 1) the exclusive right to use property, 2) the exclusive right to earn income from
property and 3) the right to exclude others from access to the property. The indicators for perceived
privacy breach are based on the Privacy Safe Harbor Policy (PSHP) adopted in the United States and they
are related to seven requirements regarding what companies must do in relation to gathering and using
information: 1) companies are required to inform individuals about what information is being collected
and how it will be used, 2) companies are required to provide an opportunity for individuals to opt out
of the collection of information, 3) companies are limited in their ability to transfer information to third
parties, 4) companies must make reasonable efforts to prevent loss of collected information, 5) data
must be relevant and reliable for the purpose for which it was collected, 6) companies must provide
individuals with access to information that is collected and 7) companies must be a subject to
enforcement of the rules stated in PSHP.
I measured the two perceived breach constructs following the guidelines of Turnley and
Feldman (1999) who measured psychological contract breach in an organization-employee context. Each
formative indicator was associated with a perceived expectancy related to intellectual property rights or
privacy, as stated above. The first step was to determine the degree of personal significance of each
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expectancy to each subject. To do so, participants were asked to indicate how important each individual
expectancy associated with intellectual property and privacy was to them. For example, subjects read a
statement such as “You have the exclusive right to use the information that you post on Facebook” and
were asked to report how important this is to them in the context of using Facebook, on a scale of 1
(Not at all important) to 10 (Extremely important).
Then, I asked the participants to report how well they believed that Facebook actually fulfilled
each of those expectancies, using a semantic differential scale anchored in -2 (Facebook does much less
than expected) and +2 (Facebook does much more than expected). Given that I was interested in
perceived breaches, I reversed the scores reported by the subjects. Finally, for each expectancy, I
multiplied the individual importance of the perceived expectancy by the degree to which each subject
believed it was unfulfilled. This gave me the values for each formative indicator associated with each
expectancy.
To confirm the nomological validity of the formatively measured constructs I conducted a pilot
study. Following the recommendation of Cenfetelli and Basseller (2009) I evaluated the correlation
between formatively measured perceived intellectual property rights breach and perceived privacy
breach with the responses to questions measuring overall levels of perceived intellectual property rights
breach and perceived privacy breach respectively. This is consistent with prior research on psychological
contracts (Turnley and Feldman 1999). Formatively measured perceived intellectual property rights
breach was highly correlated with responses to the question concerning overall levels of perceived
intellectual property breach (r=0.71, p < 0.001). Formatively measured perceived privacy breach was
highly correlated with responses to the question concerning overall levels of perceived privacy breach
(r=0.73, p<0.001). These findings support the nomological validity of the formatively measured
constructs. All other measures are based on previously published scales. The 7-point Likert scales have
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been contextualized where appropriate and anchored in 1 = Strongly disagree, 7 = Strongly agree. The
full questionnaire is presented in the Appendix.
Participants and data collection
Study participants were recruited through Amazon’s Mechanical Turk. Mechanical Turk (MT) is
an online labor market that is organized around micro-tasks called human intelligence tasks (HITs)
(Buhrmester et al. 2011). Participant recruitment through Mechanical Turk offers the benefits of higher
internal and external validity compared to student samples commonly used in research. The internal
validity of an MT sample stems from a lower risk of the researcher interference – HITs are completed
anonymously online and Amazon serves as a financial broker for compensation (Paolacci and Chandler
2010). The greater external validity stems from a more diverse subject pool available through MT
compared to student population pools. The MT subject pool demographics are continually evolving and
include subjects from many countries. However, only subjects based in the United States were recruited
for participation in the current research in order to avoid possible country-specific effects that may
impact our results. The demographics of MT workers located in the United States have been shown to
be similar to the US Census data, though the participants’ distribution of incomes has a lower mean
compared to the overall US population (Buhrmester et al. 2011). The cognitive performance of
Mechanical Turk subjects has been evaluated against the performance of university subject pools and a
panel recruited online has been found to be similarly affected by common cognitive biases (Paolacci and
Chandler 2010) and score similarly on a battery of psychographic measures to subjects from other
research pools (Buhrmester et al. 2011), thus providing no evidence that self-selection bias that may be
present in the MT pool has an effect on common psychographic measures.
To assure ecological validity we required the participants to have experience with using
Facebook. Participants recruited through MT were provided with a link to the survey. Following Downs
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et al. (2010), at the end of the survey a unique code was provided to each participant successfully
completing the survey. The code was used to track survey submissions and assign credit for participation
through the MT tracking system. A total of 635 participants were recruited to take the survey. After
filtering out 37 responses in which participants did not follow instructions. The decision to exclude cases
from analysis was based on several criteria. First I examined the time it took the participants to take the
survey and excluded several responses which suggested that the participants did not take time to read
the questions. Further I examined the remaining responses for evidence of multiple (>2) conflicting
answers to negatively and positively worded matching questions. After excluding 37 responses which
suggested that the participants did not pay attention to the questions, 598 usable responses remained.
The average age of the participants was 33. The participants were 48% male. Additional descriptive
statistics of the participant sample are provided in Table 3.
Table 3. Study Participants’ Descriptive Statistics.

Age
Gender
Education

Facebook tenure

Mean: 33.35, SD = 11.45, Min = 18, Max = 71
Male: 48%, Female: 52%
High school diploma: 12%
Some college: 39%
Bachelor degree: 38%
Advanced degree: 11%
Less than 1 year: 3%
1-2 years: 11%
2-4 years: 36%
More than 4 years: 50%
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Table 4. Study Participants’ Content Sharing on Facebook.

Status updates

Comments
daily

daily

2-3 times a week

2-3 times a week

once a week

once a week

2-3 times a month

2-3 times a month

once a month

once a month

less than once a month

less than once a month

never

never
0.0%

5.0% 10.0% 15.0% 20.0% 25.0%

Pictures

0.0% 5.0% 10.0%15.0%20.0%25.0%30.0%

Videos
daily

daily

2-3 times a week

2-3 times a week

once a week

once a week

2-3 times a month

2-3 times a month

once a month

once a month

less than once a month

less than once a…

never

never
0.0%

10.0%

20.0%

30.0%

40.0%

0.0%

20.0%

40.0%

60.0%
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RESULTS
Perceived Privacy Breach and Perceived Intellectual Property Rights Breach are the core
constructs in the research model. Examination of overall single-item measure of perceived fulfillment of
privacy obligations by Facebook indicates that only 6.2% of Facebook users feel that Facebook
completely fulfills its obligations in relation to privacy while 29% of Facebook users believe that
Facebook either partially or completely fails to fulfill its obligations in relation to privacy. Similarly, only
8% of Facebook users believe that Facebook completely fulfills its obligations in relation to intellectual
property rights, while 34% of Facebook users feel that Facebook either partially or completely fails to
fulfill its obligations in relation to intellectual property rights. Further analysis of responses related to
specific privacy and intellectual property obligations ascribed to Facebook indicates that 45% of study
participants experience perceived breach of at least one obligation. These results provide evidence that
the data capture the phenomena under inquiry.
The research model in this dissertation includes a combination of formatively and reflectively
indicated constructs. Component-based structural equation modeling techniques, such as Partial Least
Squares (PLS), can evaluate models which include formatively and reflectively indicated constructs,
whereas covariance-based modeling techniques frequently fail to converge in conducting such analysis
(Gefen et al. 2011). In addition to its ability to handle a combination of formatively and reflectively
measured constructs, PLS also offers advantages in evaluation of complex models (Gefen et al. 2011),
like the research model in this dissertation, which includes 20 latent constructs and seven moderating
effects. Therefore, I employed the PLS method through the use of the SmartPLS version 2.0 software
(Ringle et al. 2005) to evaluate the research model.

53

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES

Measurement model
I evaluated the convergent validity, discriminant validity and construct reliability of the
measurement instrument. Perceived breach of intellectual property rights and perceived breach of
privacy were measured using formative indicators. This is consistent with the recommendations on the
use of formative indicators in research (Petter et al. 2007) and prior research on psychological contracts
in information systems (Pavlou and Gefen 2005). I examined tolerance values and variance inflation
factors (VIF) and I did not detect significant multicollinearity among the indicators. I also examined
correlation coefficients between individual indicators and the corresponding latent constructs and I
found that all indicators were significantly correlated with the latent constructs. Item weights and
bivariate correlation coefficients are shown in Table 5. The key concern for formatively measured
constructs is inclusion of all potential indicators that may affect the latent variable (Cenfetelli and
Basseller 2009). Since all indicators had significant correlations with the latent constructs, following
recommendations on conducting and reporting PLS analysis (Chin 2010), I retained all formative
indicators, including the two indicators of perceived privacy breach with non-significant weights.
Table 5. Formative Indicators of Perceived Intellectual Property Breach and Perceived Privacy Breach.

Construct

Items

Weight t value p value Correlation coefficient

Perceived Intellectual

IP_Breach1

0.50

3.42

<0.001

0.76***

Property

IP_Breach2

0.37

2.77

<0.01

0.62***

Breach

IP_Breach3

0.36

2.79

<0.01

0.58***

Perceived Privacy

Pri_Breach1

0.05

0.03

n.s.

0.56***

Breach

Pri_Breach2

0.03

0.05

n.s.

0.51***

Pri_Breach3

0.41

4.16

<0.001

0.92***

Pri_Breach4

0.42

4.25

<0.001

0.89***

Pri_Breach5

0.27

2.12

<0.05

0.78***
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Convergent validity of reflectively measured constructs was assessed by item cross-loadings (Fornell and
Larcker 1981). The results are shown in Appendix B. Individual survey items have loading factors above
0.7 on their respective constructs and the loadings on the respective constructs exceed loadings on
other constructs in the model indicating good convergent validity. Discriminant validity was assessed by
comparing the correlation coefficients between constructs with the square root of average variance
extracted (AVE) for each construct. The results of this analysis are presented in Table 7. Average
variance extracted is above 0.7 in all cases and the square root of AVE of individual constructs is greater
than all correlation coefficients, thus suggesting sufficient discriminant validity. Construct reliability was
confirmed by assessment of construct composite reliability and Cronbach’s alpha. The results are
provided in Table 6. All values of composite reliability and Cronbach’s alphas were above the generally
accepted threshold of 0.70 (Fornell and Larcker 1981) indicating appropriate internal consistency.
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Table 6. Construct Means, Standard Deviations, Composite Reliability and Cronbach’s Alpha.

M

SD

CR

CA

Scale reference

1 Alternatives

4.61 1.42 0.873 0.718

(Turnley and Feldman 1999)

2 Exchange Commitment

3.63 1.59 0.873 0.774

(Allen and Meyer 1990)

3 Exit intention

3.56 1.53 0.887 0.805

(Turnley and Feldman 1999)

4 Content contribution

4.30 1.52 0.916 0.863

(Bateman et al. 2010)

5 Lock-in

3.99 1.56 0.880 0.824

(Turnley and Feldman 1999)

6 Loyalty

4.17 1.22 0.895 0.775

(Turnley and Feldman 1999)

7 Neglect

4.06 1.42 0.872 0.708

(Turnley and Feldman 1999)

8 Cynicism

4.38 1.21 0.790 0.720

(Stanley et al. 2005)

Psychological contract
9 violation

(Robinson and Morrison 2000)

2.72 1.41 0.944 0.911

10 Perceived control

5.97 1.00 0.950 0.937

(Skinner 1995)

11 Psychological ownership

5.26 1.38 0.955 0.945

(Avey et al. 2009)

12 Privacy concerns

6.04 0.89 0.937 0.925

(Smith et al. 1996)

13 Self-disclosure

2.84 1.40 0.920 0.892

(Joinson 2001)

14 Sense of Place

3.67 1.11 0.870 0.822

(Jorgensen and Stedman 2001)

15 Trust

4.27 1.34 0.946 0.929

(Jarvenpaa and Tractinsky 1999)

16 Voice

3.41 1.33 0.807 0.728

(Turnley and Feldman 1999)

56

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
Table 7. Factor Correlations and Square Root of AVE (in the diagonal).
1

2

3

1

Alternatives

0.880

2

Commitment

0.251

0.901

3

Contribution

0.004

0.452

0.886

4

Control

0.026

0.168

0.272

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

-

5
6
7

Cynicism
Exit
IP Breach

0.872

-

-

0.027

0.033

0.195

-

-

-

0.240

0.308

0.252

0.242

-

-

-

-

0.029

0.318

0.218

0.043

0.074

0.749

0.412

0.852

0.198

0.217

0.280

n/a

0.074

0.075

0.093

0.151

-

-

-

-

0.082

0.367

0.346

0.085

0.900

0.198

0.487

0.178

0.096

0.307

0.879

-

-

-

0.063

0.101

0.307

0.105

0.208

0.158

0.867

-

0.273

0.362

0.208

0.092

0.026

-

8

Lock-in

0.614

0.135

-

-

9

Loyalty

0.197

1
0

Neglect

0.165

0.491

0.286

0.209

-

-

-

0.423

0.596

0.215

1
1

Ownership

0.009

1
2

PCV

1

Privacy

3

Concerns

0.051

4

Privacy Breach

0.502

-

-

-

0.138

0.201

0.404

0.432

0.536

0.306

0.016
-

-

0.051

0.085

0.295

0.111

0.159

-

-

0.088

0.271

-

-

0.169

0.115

0.050

-

-

-

0.262

0.118

0.095

0.256

0.300

0.657

-

-

0.082

0.137

0.349

-

-

-

0.131

0.360

0.335

-

-

-

0.344

0.438

0.501

0.340

0.176

0.111

1
5

Self-disclosure

1
6

0.513

0.476

Sense of Place

0.031

0.594

0.544

0.330

-

Trust

0.005

0.349

0.246

0.360

0.124

0.324

0.261

0.095

1
8

0.103

-

1
7

0.007

-

Voice

-

0.314

-

0.031

-

0.266

0.089

1

0.845

-

0.066

0.774

0.364

0.365

-

-

-

0.058

0.274

0.289

4

-

-

-

0.60

0.266

0.172

0.299

5

6

-

-

-

0.35

0.45

0.359

0.599

0.157

0.510

3

7

-

-

0.32

0.22

-

0.82

0.079

0.312

0.110

0.055

6

1

0.023

3

0.139

0.248

0.076

0.295

0.359

0.251

0.076

0.405

0.500

0.381

0.132

0.446

0.294

0.124

0.118

0.074

-

0.921

-

n/a
0.83

0.72

0.883

Common method variance analysis
Common method variance (CMV) is a common concern in survey based research. To assess the
degree of CMV in the current study I followed guidelines provided by Podsakoff et al. (2003) and
performed the Harman single-factor test. This was done using exploratory factor analysis (principal
components analysis) using SPSS 20. The highest variance explained by one factor was 23 percent, and
sixteen components were present. Since more than one factor emerged from the analysis and no one
factor explained the majority of variance, the test did not suggest that method variance may be a
serious concern in this study. To further evaluate the potential effects of common method bias in this
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dissertation I included a theoretically unrelated marker variable - negative affectivity (Watson and Clark
1984) - in the survey instrument and evaluated the paths between the marker variable and other
constructs in the model. The non-significant correlations between the marker variable and constructs in
the model provide further evidence that common method variance is not a significant a significant
problem in this dissertation. To further examine the potential impact of common method bias in the
study I followed the procedure suggested by Podsakoff and Organ (1986). I added a control predictor
variable to the PLS model, which was indicated by the items that loaded on the first factor in our
principal component analysis. This control factor is assumed to approximate common method variance
(Podsakoff and Organ 1986). The control factor did not produce a significant change in variance
explained in any of the dependent variables, providing further evidence that common method bias does
not present a significant problem in the current study.

Structural model
The hypotheses were assessed by examining the parameters using PLS. R2 values of the
dependent variables reflect the predictive value of the model and standardized path coefficients
indicate the strength of the relationships between the independent and the dependent variables (Chin
1998). I used a bootstrapping resampling procedure with 500 samples to estimate the significance of the
paths in the structural model. The SmartPLS software evaluates moderator effects by controlling for the
main effect of the moderator and evaluating the statistical significance of the moderating effect using
the same bootstrapping procedure that is used to estimate the statistical significance of all path
coefficients in the structural model.
Perceived intellectual property breach (β = 0.10, p < 0.05) and perceived privacy breach (β = 0.31,
p < 0.001) are positively related to psychological contract violation. These findings support hypotheses
H1 and H2. Perceived intellectual property rights breach and perceived privacy breach together predict
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18% of variance in PCV. Sense of place associated with information posted on Facebook (β = 0.18, p <
0.001) self-disclosure (β = 0.10, p < 0.02), perceived control over shared information (β = 0.39, p < 0.001)
are positively related to psychological ownership of information, providing support for H3a, H3c and H3d
respectively. The three factors explain 30% of variance in psychological ownership of information. The
path coefficient between information contribution and psychological ownership of information is not
significant. H3b is not supported. Psychological ownership of information is significantly associated with
perceived intellectual property rights breach (β = -0.15, p < 0.001). H4 predicted a positive relationship
between the two constructs and therefore the data do not support H4. Privacy concerns are significantly
related to perceived privacy breach (β = 0.52, p < 0.001), providing support for H5. H6a and H6b were
not supported as I found no moderating role of trust on either the relationship between psychological
ownership and perceived intellectual property rights breach or the relationship between privacy
concerns and perceived privacy breach. I also found no support for H7 which predicted that equity
sensitivity will moderate the relationship between perceived intellectual property rights breach and
psychological contract violation.
Focusing on the effects associated with psychological contract violation, I found a significant
negative relationship between PCV and commitment (β = -0.14, p < 0.002) and a significant positive
relationship between PCV and cynicism (β = 0.43, p < 0.001). These findings support H8 and H9. While
PCV predicts only 2% of variance in commitment attitudes, PCV predicts 18% of variance in cynical
attitudes towards the SNS provider. Examining the behavioral consequences associated with PCV I found
that PCV is positively related to voice (β = 0.31, p < 0.001), loyalty (β = -0.27, p < 0.001), neglect (β =
0.36, p < 0.001), and exit intentions (β = 0.73, p < 0.001). These findings support H10a, H10b, H10c, and
H10d. I found no support for H11 which predicted a moderating role of available alternatives on the
relationship between PCV and exit. I found support for H12 which predicted a negative moderating
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effect of lock-in (β = -0.25, p < 0.05) on the relationship between PCV and exit. No support was found for
the moderating role of locus of control on the effects of PCV on either voice or exit.
Although the relationships were not hypothesized, I also examined the effects of age, gender,
education and Facebook tenure as covariates of psychological contract violation. Age is negatively
related to the experience of PCV (β = -0.13, p < 0.001) while education is positively related to the
experience of PCV (β = 0.09, p < 0.05). Gender and Facebook tenure were not significantly related to
PCV. The results are summarized in Table 8 and Figure 4 below.
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Table 8. Structural Model Evaluation – Hypotheses Testing.
Original
Sample

Sample
Mean

Standard
Error

t
Statistics

p<

H1

Perceived IP Breach  PCV

0.103

0.104

0.052

2.000

0.05

supported

H2

Perceived Privacy Breach  PCV

0.302

0.305

0.050

6.079

0.001

supported

H3a

Sense of Place  Psychological
Ownership

0.183

0.187

0.045

4.094

0.001

supported

Info Contribution  Psychological
Ownership

0.059

0.056

0.047

1.236

ns

Self-disclosure  Psychological
Ownership

0.103

0.106

0.042

2.437

0.02

supported

Perceived control  Psychological
Ownership

0.391

0.389

0.038

10.358

0.001

supported

-0.146

-0.145

0.032

4.638

0.001

not supported

Privacy Concerns  Perceived
Privacy Breach

0.520

0.588

0.139

3.755

0.001

supported

Psychological Ownership * Trust
 Perceived IP Breach

0.058

0.053

0.255

0.226

ns

not supported

Privacy Concerns * Trust 
Perceived Privacy Breach

-0.501

-0.674

0.341

1.471

ns

not supported

Perceived IP Breach * Equity
Sensitivity  PCV

-0.102

-0.107

0.178

0.572

ns

not supported

H8

PCV  Commitment

-0.138

-0.140

0.043

3.192

0.002

supported

H9

PCV  Cynicism

0.432

0.434

0.031

13.758

0.001

supported

H10a

PCV  Voice

0.312

0.314

0.043

7.324

0.001

supported

H10b

PCV  Loyalty

-0.273

-0.274

0.048

5.720

0.001

supported

H10c

PCV  Neglect

0.362

0.362

0.040

9.158

0.001

supported

H10d

PCV  Exit

0.727

0.719

0.130

5.604

0.001

supported

H11

PCV * Alternatives  Exit

-0.013

-0.016

0.140

0.091

ns

not supported

H12

PCV * Lock-in  Exit

-0.249

-0.237

0.128

1.969

ns

supported

H13a

PCV * Locus of Control  Voice

-0.287

-0.258

0.192

1.492

ns

not supported

H13b

PCV * Locus of Control  Exit
PCV * Locus of Control 
Loyalty
PCV * Locus of Control 
Neglect

-0.037

-0.026

0.154

0.238

ns

not supported

0.228

0.148

0.328

0.328

ns

not supported

0.012

0.034

0.296

0.296

ns

not supported

H3b
H3c
H3d
H4
H5
H6a
H6b
H7

H13c
H13d

Psychological Ownership 
Perceived IP Breach

not supported
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Table 9. Structural Model Evaluation – Covariate Analysis.

Age  PCV
Education -> PCV
Gender  PCV
Tenure  PCV

Original Sample

Sample Mean

Standard Error

t Statistics

p<

-0.126
0.093
-0.076
-0.059

-0.125
0.095
-0.076
-0.058

0.035
0.040
0.037
0.045

3.657
2.361
2.055
1.313

0.001
0.02
0.05
ns

Sense of a place

Internal Locus of
Control

0.18***

Commitment
R2 = 5%

Psychological
ownership
of information

Information
Contribution

Equity
sensitivity

2

R = 30%

0.10*

Self-disclosure

-0.15***

Cynicism
Perceived
Intellectual
Property Rights
Breach
R2 = 27.3%

0.39***

-0.14**

R2 = 19%

0.43***
0.10*

Voice
PCV
R2 = 18%

0.31***

R2 = 12%

Trust

-0.27***
0.30***
Perceived
control

0.36***
Perceived
Privacy Breach

R2 = 8%

0.72***

R2 = 35%

Neglect

0.52***
Concerns About
Information
Privacy

Loyalty

R2 = 13%

Availability of
alternatives

-0.25*

Exit
R2 = 34%

Lock-in

* - significant at p < 0.05, ** - significant at p < 0.01, *** - significant at p < 0.001. Covariates are excluded from
the model and non-significant paths are indicated using dotted lines.

Figure 3. Structural model results.
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DISCUSSION
The research presented here is motivated by the observation that there have been many highprofile incidents of conflict between participants and providers of information exchanges, despite clearly
drawn and easily available legal contracts and terms of service. By drawing on psychological contract
theory and integrating prior research on intellectual property rights and privacy I developed a
theoretical framework of psychological contracts in information exchanges. The proposed framework
posits that two key expectancies in information exchanges are related to intellectual property rights and
privacy. According to psychological contract theory, perceived breaches of these expectancies will
trigger an affective response known as a psychological contract violation, which leads to attitudinal and
behavioral adjustments among information contributors that can be detrimental to the sustainability of
information exchanges. I evaluated the framework with a cross-sectional study of Facebook users and
found that the data largely support the core hypotheses.
Perceived intellectual property rights breach (H1) and perceived privacy breach (H2) are
positively related to the affective experience of a psychological contract violation. Post hoc analysis
shows that Cohen’s f2 effect size of perceived privacy breach on psychological contract violation is 0.20
and the effect size of perceived intellectual property breach is 0.14. In agreement with prior findings
from the organizational context (Zhao et al. 2007), my results show that a psychological contract
violation in information exchanges is associated with a range of attitudinal and behavioral adjustments.
Attitudinal adjustments include declining commitment to the information exchange (H8) and increasing
cynicism (H9) towards the provider of the exchange. Psychological contract violations also affect
behavioral intentions among information contributors leading to a higher intention to voice
disagreement (H10a), lower loyalty as reflected by less willingness to wait for the conditions to improve
(H10b), a reduction in the intent to contribute information (neglect) (H10c), and an increase in the
intention to terminate the relationship (H10c).
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Exit represents the most extreme outcome associated with psychological contract violation.
While voice, loyalty and neglect offer an opportunity to rebuild the relationship, exit signals the end. My
results suggest that psychological contract violations triggered by a perceived breach of privacy are most
strongly related to exit intentions. This is different from other contexts such as personal and
employment relationships where voice is typically the first response associated with the experience of a
psychological contract violation (Rusbult et al. 1982; Rusbult, Farrell, Rogers, and Iii 1988). In other
words, perceptions of a privacy breach by the information exchange provider pose a serious threat to
the sustainability of information exchanges.
I also evaluated the moderating effects of available alternatives and lock-ins on exit intention.
The availability of alternative exchange partners that can deliver the same benefits has been shown to
positively moderate the relationship between psychological contract violation and the intention to
terminate the employment relationship in the organizational context (Robinson 1996). However, I found
no significant moderation by the availability of alternatives on psychological contract violation’s
relationship with the intent to terminate the relationship in the context of information exchanges (H11).
The lack of support for the moderating role of alternatives may be due to the fact that while study
participants perceived that alternatives are available, the available alternatives may not provide all the
benefits associated with participation on Facebook. Google+, Twitter and other social networking
services do offer alternatives to Facebook, however none approaches the popularity of Facebook and or
can deliver the social connections and information available on Facebook. Dissertation results do
indicate support for the moderating role of information lock-ins. If the information exchanged with the
counter-party becomes embedded in the exchange relationship and not easily portable, the lock-in will
negatively moderate the intention to terminate the exchange relationship in response to a psychological
contract violation (H12). The experience of a psychological contract violation combined with the
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moderating effect of lock-ins explain a significant degree of variance in the intention to terminate the
exchange relationship (R2 = 0.34).
While the results support the core model emphasizing that perceived breach of intellectual
property rights and/or privacy expectancies leads to feelings of anger, frustration and betrayal
associated with psychological contract violations, which in turn trigger attitudinal and behavioral
responses, a number of hypotheses were not supported by the data and merit additional attention.
First, in examining factors which were predicted to contribute to psychological ownership, I found
support for the positive effects of self-disclosure, perceived control and sense of place associated with
shared information. Post hoc analysis indicates that perceived control has the highest effect size (f2 =
0.30), affective attachment and identification reflected in sense of place associated with information
shared on Facebook has the second highest effect size (f2 = 0.24) and self-disclosure has a small effect (f2
= 0.10). But I did not find support for the role of information contribution in promoting psychological
ownership of information shared on Facebook. While the data reveal that users often post status
updates, comments and pictures on Facebook (Table 4), information contribution is not significantly
positively related to psychological ownership of posted content. There could be several possible
explanations to this observation. First, frequent posters may be posting content from other sources, for
example videos from YouTube, towards which they feel little ownership because they did not create the
content. Another possible explanation could be that contribution of a large volume of original content
on Facebook diminishes the sense of ownership over the content. The contributed content in essence
may become a gift to the community of friends. This phenomenon has been described in open-source
software projects where many code contributors see their contributions as a gift to the public at large
(Bergquist and Ljungberg 2001). These alternative explanations of factors affecting psychological
ownership of information can be examined in future research.
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Another unexpected finding was a negative relationship between psychological ownership of
information posted on Facebook and perceived breach of intellectual property rights. H4 predicted that
higher salience of psychological ownership would positively affect perceptions of infringement on
intellectual property rights associated with ownership. The data revealed a significant negative
correlation. One possible explanation to this unexpected finding is offered by the theory of cognitive
consistency which suggests that people tend to maintain their beliefs and may ignore information
which is incongruent with their beliefs (McGuire 1960). These effects have been observed in Information
Systems research in users’ reactions to program interface changes (Satzinger and Olfman 1998) and
resistance to new system adoption (Polites and Karahanna 2012). In both contexts users are reluctant to
change their beliefs regarding the system after exposure to contradictory information. A similar effect
may be responsible for the negative association between psychological ownership of information and
perceptions of intellectual property rights breach. To maintain cognitive consistency, users with
heightened perceptions of information ownership may ignore information suggesting that the
ownership rights have been infringed upon in order to maintain cognitive consistency.
Another possible explanation of the negative relationship between psychological ownership and
perceived intellectual property rights breach is that psychological ownership and perceived intellectual
property rights breach may have a reciprocal relationship. While psychological ownership may initially
positively affect the salience of ownership rights and be positively related to perceived intellectual
property rights breach, over time perceptions of infringement on intellectual property rights may
undermine the sense of control of information shared on Facebook and will negatively influence
psychological ownership of information. These potential relationships are illustrated in Figure 5.
Evaluation of the model would require a longitudinal study.
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Psychological
ownership

+

T=0

Perceived
intellectual
property rights
breach
T=1

-

Psychological
ownership
T=2

Figure 4. Potential Relationships Between Psychological Ownership and Perceived Intellectual Property
Rights Breach.
To examine the possibility of a relationship between perceived intellectual property rights
breach and perceived control and psychological ownership of information in this dissertation, I
evaluated an alternative model shown in Figure 6. Evaluation of alternative models is recommended in
information systems research and PLS methodology is particularly well suited for this task (Gefen et al.
2011). In addition to examining the direct relationship between perceived intellectual property rights
breach and psychological ownership, I also included perceived control of information as a potential
mediator of this relationship. The rationale for including perceived control of information as a potential
mediator stems from the fact that perceived intellectual property rights breach encompasses
perceptions of loss of control over information assets which would be expected to affect perceived
control of information. Although post hoc alternative model evaluation cannot provide evidence of
causal relationships between perceived intellectual property rights breach and psychological ownership,
evaluation of the alternative model suggests that the alternative explanation involving a negative effect
of perceived intellectual property rights breach on psychological ownership is plausible. This effect may
be partially mediated by perceived control over information. In other words, perceived intellectual
property rights breach involves perceived loss of control over information and over time it may
negatively affect psychological ownership.
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Perceived
control of
information

-.23***
.39***

Perceived
intellectual
property rights
breach

-.17***

Psychological
ownership of
information

*** - significant at p < 0.001

Figure 5. Alternative Model: The Impact of Perceived Intellectual Property Rights Breach on Perceived
Control over Information and Psychological Ownership of Information.

It is important to note that the negative relationship between psychological ownership and
perceived intellectual property rights breach does not invalidate the positive relationship proposed in
the research model. The finding may be due to the methodological limitations in the current study. The
cross-sectional survey methodology precludes an opportunity to determine whether the desire for
cognitive consistency or the technical limitations of cross-sectional methodology are responsible for the
unexpected observation of a negative relationship between psychological ownership of information and
perceived intellectual property rights breach. This question requires a longitudinal study which would
encompass measures of psychological ownership and perceived intellectual property rights breach at
different time points in order to evaluate the relationships between these constructs. The relationships
can also be evaluated experimentally.
In evaluating the effects of trust towards the exchange provider I predicted that trust would
moderate the effects of psychological ownership of information and privacy concerns on perceived
intellectual property rights breach and perceived privacy breach respectively. These predictions were
based on prior research on psychological contracts in the organizational context (Robinson 1996). The
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data did not support the moderating role of trust in the context of information exchanges on Facebook.
However, trust did have a significant negative direct effect on perceived intellectual property rights
breach (β = -0.50, p < 0.001) and perceived privacy breach (β = -0.51, p < 0.001). Prior research on trust
and psychological contracts also suggests that trust has a reciprocal relationship with perceptions of a
psychological contract breach (Robinson 1996). Longitudinal studies have shown that trust may
moderate perceptions of psychological contract breach among employees, but perceptions of
psychological contract breach can also lead to loss of trust over time (Robinson and Morrison 2000).
These relationships are illustrated in Figure 7.
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T=2

Figure 6. Trust and Psychological Contract Breach.

While I focused on the moderating role of trust on the perceptions of breach, the cross-sectional
study is inherently limited in evaluating the direction of the causal relationship in the model. It is likely
that perceptions of intellectual property rights breach and privacy breach have negative effects on trust
towards the information exchange provider. In other words, perceived intellectual property rights
breach and perceived privacy breach may cause loss of trust over time. To examine this possibility I
evaluated an alternative model shown in Figure 8. The results suggest that perceptions of breach may in
fact lead to loss of trust and these effects may be partially mediated by the experience of psychological
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contract violation. It is once again important to note, that the results of the alternative model do not
invalidate the relationship proposed in this dissertation, but rather they reveal the limitations of crosssectional research in exploring relationship between factors which have complex reciprocal
relationships. Further experimental and/or longitudinal research on this topic would be required to
provide a definitive view on the dynamics of reciprocal causal relationship between trust and perception
of breach of psychological contracts in information exchanges over time.
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contract
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property rights
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.10*
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.30***

-.24***
Trust
R2 = 49%

-.19***
Perceived
privacy breach

* - significant at p < 0.001; *** - significant at p < 0.001

Figure 7. Alternative Model: The Impact of Psychological Contract Breach on Trust.

The expected moderating effect of equity sensitivity on the relationship between perceived
intellectual property breach and psychological contract violation did not find support in the data. The
expected moderating effect was grounded in psychological contract theory (Morrison and Robinson
1997) and it was also supported by prior research on psychological contracts in the organizational
context (Kickul and Lester 2001). One possible reason for the lack of evidence in my data set is that the
relationship between Facebook users and Facebook, the company, is non-economic. The users are
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offered the service free of charge. In the absence of clear economic terms of the exchange, equity
sensitivity may not play a significant role in moderating the relationship between perceived intellectual
property rights breach and PCV. This is different from the observations in the employment context
where employees are engaged in economic exchanges with employers. Employees have clear
expectancies from the employment relationships and equity sensitivity affects the impact of
psychological contract breach. To address this possibility the framework would have to be examined in
the context of an economic exchange where information contributors would perceive infringement on
their intellectual property.
Self-disclosure is an important construct in the theoretical model. Self-disclosure captures the
users’ act of revealing personal information. While I focused on the role of self-disclosure as an
antecedent of psychological ownership of information, self-disclosure may also have direct effects on
perceived privacy breach and perceived intellectual property rights breach. Evaluation of correlations
between the breach and self-disclosure constructs in the model reveals that self-disclosure is negatively
correlated with perceived privacy breach (β = -0.29, p < 0.001) and perceived intellectual property rights
breach (β = -0.35, p < 0.001). The cross-sectional nature of the dissertation precludes determination of
the causal directionality of these potential relationships. While it is possible that the act of selfdisclosure reduces perceptions of breach as people make conscious decisions to reveal private
information, it is also possible that perceived privacy breach and perceived intellectual property rights
breach lead to lower self-disclosure as people reduce self-disclosure in response to perceived breach.
Prior research suggests that self-disclosure in the context of social networking sites is driven by the need
for popularity and it is not influenced by privacy concerns (Christofides et al. 2009). My results suggest
that perceptions of breach may influence self-disclosure, but further research would be needed to
evaluate these potential relationships.
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Theoretical contributions
The present dissertation makes a number of contributions to theory. First, I develop a novel
theoretical lens, through which the sustainability of information exchanges can be examined. While
prior research has largely focused on understanding the participants’ motives for sharing information
(Wasko and Faraj 2005), I examine a different set of factors that may affect the sustainability of
information exchanges. Specifically, the developed framework posits that expectancies in relation to
intellectual property rights and privacy are inherent to all information exchanges and perceived
breaches of these expectancies can have a detrimental effect on the exchanges. I propose and confirm
that perceived breaches of intellectual property and/or privacy expectancies can trigger the affective
experience of a psychological contract violation, which can result in complaints (voice), loss of loyalty, an
increase in neglect, and most importantly, an increase in exit intentions. In other words, a failure to
account for the expectancies in relation to intellectual property and privacy, which comprise the
psychological contract associated with information disclosure, poses significant risks to the sustainability
of information exchanges. This is particularly significant in the context of technology-mediated
information exchanges whose users commonly ignore the legal contracts and terms of service made
available to them (Finley 2012). The framework promises to be broadly applicable to understanding
sustainability of information exchanges in social media, social networking sites, corporate knowledge
management systems, open-source software projects, crowd-sourcing, as well as electronic and mobile
commerce, as all these contexts involve concerns about intellectual property rights and/or privacy.
In addition, the framework of psychological contracts in information exchanges integrates prior
interdisciplinary research on the legal foundations of privacy and intellectual property protections (Post
2000; Reichman and Samuelson 1997), privacy concerns associated with information disclosure in
technology-enabled exchanges in information systems (Smith et al. 2011), and the importance of
personal privacy to the sense of individual dignity (Meyer 1989; Pedersen 1997). The application of the
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psychological contract lens to understanding these parallel streams of research offers a unified
predictive framework encompassing factors that can undermine the sustainability of information
exchanges. While the research in legal studies emphasized the significant overlap in legal protections of
privacy and intellectual property (Litman 2000) and research in interpersonal psychology pointed out
the importance of self-efficacy for psychological well-being (Meyer 1989), I offer an integrated view
indicating that both intellectual property and privacy concerns play an important role in shaping
attitudes and behavioral intentions in the context of information exchanges.
Further, the research findings demonstrate that in the context of social networking sites,
perceptions of a privacy breach dominate over perceptions of intellectual property infringement. In
other words, while both perceptions of intellectual property breach and privacy breach contribute to
the experience of a psychological contract violation in the context of social networking sites, the two
have independent effects and the effect of perceived privacy breach is more significant. This is not
surprising given the generally non-commercial nature of exchanges that take place on social networking
sites. It is likely that in other contexts, intellectual property rights may be the dominant factor
contributing to the experience of a psychological contract violation.
Several recent incidents lend support to this claim. The Huffington Post, a free blogging
platform, became a target of a lawsuit following the sale of the company to AOL (Bercovici 2011).
Bloggers voluntarily contributing to the Huffington Post sued the company demanding compensation for
their intellectual property following the announcement of the acquisition. Also, Instagram, a mobile
photo-sharing application which reached over 30 million users in just 18 months after launch and was
acquired by Facebook for $1 billion, faced a user revolt in response to changes in the Terms of Use
agreement which expanded the intellectual property rights claimed by the company in relation to the
images shared by the users through the service (Geron 2012). The user revolt led to Instagram quickly
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reversing course and rolling back the changes in the legal contract (Lynley 2012). These instances of
conflict between information owners and companies facilitating information exchanges clearly indicate
the importance of psychological contracts encompassing intellectual property rights. The framework of
psychological contracts in information exchanges provides an opportunity to further explore the role of
privacy and intellectual property rights across different contexts.
An additional contribution to theory is in the development of the constructs of perceived
intellectual property rights breach and perceived privacy breach themselves. These constructs offer
many opportunities for further research on the role of intellectual property and privacy in information
systems. For example, the theory of information poaching highlighted the importance of intellectual
property rights in information exchanges (Clemons and Hitt 2004) but did not offer a construct to guide
further research on the topic. Recent studies affirmed the importance of intellectual property rights in
outsourcing (Walden 2005) and co-creation projects (Ceccagnoli and Forman 2012), providing
opportunities to examine the impact of perceived intellectual property breach in outsourcing and cocreation information exchanges. Privacy is also an important research topic in information systems
(Pavlou 2011), yet virtually all prior studies have focused on privacy concerns (Malhotra et al. 2004;
Smith et al. 2011). While privacy concerns are important, particularly at the onset of exchange
relationships, there is no research on what happens if there is a perception of a privacy breach in an
ongoing relationship. The perceived privacy breach construct that I developed can be used for that kind
of research. Examination of factors which influence perceptions of privacy breach also offers an inviting
research path. The process model of psychological contract breach proposed by Morrison and Robinson
(1997) predicts that a number of factors would influence perceptions of breach. For example, the
anticipated impact associated with the perceived breach and willfulness on the part of the infringing
party are predicted to lead to more significant cases of breach (Morrison and Robinson 1997).
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The research presented here also contributes to theory by being the first to apply the exit, voice,
loyalty and neglect (EVLN) framework in information systems. While I build on knowledge that originates
in social and organization psychology, the results also offer some unique insights for interdisciplinary
EVLN research. For example, voice is generally assumed to be the first response to problems in exchange
relationships (Dowding and John 2000; Farrell 1983; Rusbult et al. 1982). However, the results of the
current dissertation show that a psychological contract violation in an information exchange between a
user and an SNS provider is most strongly related to exit intentions. The experience of a psychological
contract violation predicts the highest degree of variance in exit intentions (psychological contract
violation explains 34.7% of variance in exit intentions). A possible explanation may have to do with the
unique nature of privacy and related threats to it. Perceived transgressions against privacy impinge on
the individual’s sense of dignity, pose a threat to self-efficacy, and destroy trust, which is a requisite
condition for relationship maintenance (Post 2000). In other words, while prior research on the
behavioral outcomes suggested that the party who is perceived to have breached a psychological
contract is likely to hear about the discontent and have an opportunity to resolve it (Turnley and
Feldman 1999), my findings suggest that violations of pivotal expectancies in relation to privacy in a SNS
can severely undermine the sustainability of the exchange relationship and may lead to termination of
the exchange relationship without much warning.
The proposed framework can be applied to other types of exchanges. For example,
psychological contract theory applies to economic exchanges because they can involve concerns about
intellectual property and privacy. In fact, information exchanges often accompany economic exchanges.
This is particularly true of economic exchanges that occur via the Internet. For example, a purchase of an
item via the Internet requires the buyer to provide a shipping address and payment information. While
the primary purpose of the exchange is the procurement of a product or service, online economic
exchanges frequently require information exchanges as well. Therefore, the theoretical framework that
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is developed in this dissertation applies to many different contexts where information or other types of
exchanges occur.
The development of the nomological network of antecedents associated with psychological
ownership of information is another important contribution to theory. Psychological ownership theory
evolved in the organizational context and it emphasizes psychological ownership of organization as an
important attitudinal predictor of employee behavior (Pierce and Kostova 2001; Pierce et al. 2003). The
theory predicts that attachment to the work environment, control, and investment of self would
positively influence sense of ownership. Studies in the organizational context have affirmed the role of
control as an antecedent of psychological ownership (Van Dyne and Pierce 2004), but the predictions
concerning other antecedents of psychological ownership remained largely unexplored. The research
was in part hampered by the lack of operationalization of the constructs. This dissertation is among the
first to examine the full set of proposed antecedents of psychological ownership. My findings support
the role of investment of self through self-disclosure, the affective attachment to information reflected
in sense of place associated with the social networking site and control over information as important
antecedents of psychological ownership in relation to information shared on social networking sites.
The lack of support for the frequency of information contribution affecting psychological
ownership felt towards contributed information suggests that psychological ownership of information
depends on the personal meaning of information, at least in the context of social networking sites.
Research on people’s interactions with physical objects has revealed that a mere touch of a physical
object influences perceived attachment to the object. Letting a person hold a mug affects the person’s
attachment and behaviors towards the object (Peck and Shu 2009). This is known as a “mere touch
effect”. This effect does not appear to hold true in relation to information shared on social networking
sites. My findings suggest that mere contribution of information is not positively associated with
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perceived ownership of information. This observation invites further exploration of the tangible
properties associated with information artifacts and their potential impact on psychological ownership.
A study of architectural properties of virtual worlds lends support for the idea that tangible properties of
information artifacts may influence psychological ownership of information (Lee and Chen 2011) and it
invites further research on the topic.
Another contribution to theory is the introduction of the sense of place construct to information
systems research. Prior research in Information Systems has noted the importance of attitudes
associated with the “place” represented by information systems (Goel et al. 2011) but there was no
clear theoretical definition or operationalization of the construct. I draw on research in environmental
and social psychology which established sense of place as a key attitude that captures identification and
needs fulfillment associated with a geographic location (Gustafson 2001). Studies of sense of place
associated with specific geographies have revealed that sense of place motivates behaviors in relation to
specific locations (Jorgensen and Stedman 2001). By adapting the construct for information systems
researchers I open the door for further research on the effects of sense of place associated with a
variety of systems, such as social networks, online retail websites, and online media.

Practical contributions
In addition to its theoretical contributions, my research also has implications for practice.
Information exchanges continue to gain economic importance as many industries undergo a digital
transformation. Video and audio distribution that once depended on physical media is now
predominantly distributed digitally. Social media continues to take up a greater slice of everyone’s
attention away from traditional media. Health care reform is transforming medical information sharing.
The continually declining costs of communication enable new services and business models, like online
search engines and social networks that already generate over $40 billion in annual revenues. All these
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contexts involve information exchanges and the business success of services is dependent on sustaining
the information exchange relationships.
Perhaps the single most alarming indicator of the fact that the industry is struggling with the
management of ongoing relationships is the frequency of lawsuits. Quora (an online repository of
questions and answers) has faced a backlash in response to a new feature that revealed the identity of
visitors to specific pages and was forced to disable the feature just a week after launch (Taylor 2012).
Netflix (a DVD rental and video streaming service) and Hulu (an online video service) have been sued for
retention of customer viewing histories (Sengupta 2012b). Facebook users have sued the company for
privacy violations related to public disclosure of their purchases (Perez 2009). The cases involving legal
action suggest that perceived privacy violations present a particularly sensitive issue in the context of
information exchanges and that legal contracts generally fail to address perceived privacy-related
obligations. The reported incidents include the telltale signs of an affective response to a perceived
breach of psychological contract – service users feel betrayed and angry. The extent of perceived
violations is such that the most extreme form of behavioral response is observed –users not only quit
the services but also pursue legal remedies to perceived violations. The incidents mentioned above
suggest that violations of pivotal expectancies endangering individual self-efficacy are common in
practice. The proposed framework of psychological contracts in information exchanges highlights the
factors that contribute to critical expectancies in information exchanges and also offers insights on
potential strategies for the prevention of psychological contract violations.
Privacy is not the only concern which is critical for the sustainability of information exchanges in
the business context. Intellectual property rights also play a key role. Crowdsourcing of information
assets continues to grow in importance. Amazon leverages customer-contributed reviews to improve
the quality of service and customer loyalty. Instragram turned a mobile photo-sharing platform into a
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billion dollar business in 18 months. Tubmlr, a free blogging platform built on the foundation of
crowdsourced postings was recently acquired by Yahoo for $1.2 billion. These business successes reveal
the value of crowdsourced information assets. Arianna Huffington, the founder of Huffington Post,
notably remarked on the Tumblr acquisition – “Soak it all in, next come the lawsuits” (Shontell 2013).
Arianna Huffington’s comments reflected her own experience following the sale of Huffington Post, a
free blogging platform which she sold to AOL in 2011 for $315 million. Following the acquisition of
Huffington Post the company was sued by bloggers demanding compensation for their contributions on
the site (Reuters 2011). These observations reveal that irrespective of legal contracts which underlie
content contributions, many content contributors feel a strong sense of ownership over the shared
content and demand compensation for their intellectual property if they perceive any changes in the
nature of the relationship with the companies which provide the infrastructure for content sharing. In
other words, practice provides clear evidence of the importance of intellectual property rights as well as
privacy as the core domains of psychological contracts associated with information sharing. Research
presented here suggests that businesses which fail to account for the psychological expectancies in
relation to intellectual property and privacy of information shared by the contributors of information
jeopardize the sustainability of their business models because perceived breach of these expectancies
may trigger rapid withdrawal among information contributors and, worse yet, legal action aimed at
addressing perceived transgressions.
This dissertation also has implications for regulation. The role of regulation is to address market
failures and to increase market efficiency to facilitate economic growth (Stiglitz 1993). The incidents
from practice reveal that the industry continues to struggle with appropriation of crowdsourced
information assets, particularly in relation to private information. The regulatory environment in the
United States has very limited protection for individual consumers. US laws restrict information
collection about minors, and require confidentiality in relation to financial and medical records, but
79

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES
there are few other protections (Solove 2008). The regulatory environment in the European Union is
quite different (Swire and Litan 1998). The European ePrivacy Directive explicitly requires companies
collecting private information to disclose the intended use of information and forbids the use of
information for any other purposes (European Parliament 1995). The directive also requires the
companies to provide an easy way for consumers to opt out from information collection and allows the
consumers to request a copy of all collected information from the companies. Leading American
companies building their businesses on the foundation of crowdsourced information assets have
repeatedly found themselves in violation of European laws. Google and Facebook have both been
subjected to legal action by European regulators (O’Brien 2013; Sengupta 2012c). But the laissez-fair
approach to privacy in the United States may be challenged in the coming years. The Federal Trade
Commission is already conducting oversight of Facebook and Google in relation to their privacy practices
(Sengupta 2011; Vogel 2011). The results of my findings suggest that irrespective of limited regulation in
the United States consumers value both their privacy and their intellectual property rights. New
regulation may be required to more clearly delineate consumer rights in relation to privacy and
intellectual property to information which is increasingly captured through technology. A failure to
establish the regulatory environment to prevent privacy invasion and misappropriation of intellectual
property rights would continue to flood the American court system with lawsuits whereby consumers
seek legal redress for their rights.

Limitations
Although I found support for the proposed theoretical framework it is important to note several
limitations of this dissertation. First, the context in which the framework is evaluated is not the primary
relationship in which information exchange occurs in the context of a social networking site. As I
mentioned previously, the users join a social networking site to maintain existing and develop new
relationships. The networks of friends and acquaintances are the primary targets of information shared
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by users on social networking sites. The information exchange relationship with the provider of the
technology supporting the operations of the site is secondary. Although sharing information with the
provider may not at the forefront of the users’ minds, psychological contract violations undermine
continued information sharing and engagement with the platform. Reduced information sharing and
disengagement would jeopardize continued patronage of the SNS by its members and consequently it
would undermine the SNS provider’s business model that relies on the information shared by the users
as the core information asset. The context captures the conflict that arises between technology
providers and technology users when the provider attempts to appropriate information rights acquired
as a by-product of facilitating the information exchange between users. The conflict may arise precisely
because the users perceive that the information is being misappropriated by the provider, since the
primary goal of information sharing is different.
The second important limitation of this dissertation stems from the reliance on the survey
methodology. While surveys remain a dominant methodology in information systems research, survey
results offer a less rigorous evaluation compared to experimental designs. The surveys also rely on selfreport measures that are known to be subject to common method bias. I evaluated the potential impact
of common method bias in this dissertation and found no evidence of the common method bias
affecting the conclusions. Further the survey methodology allowed us to examine the theoretical
framework within a natural context. My reliance on Mechanical Turk for study participants was
motivated by my goal to draw a representative sample of Facebook users. While Mechanical Turk does
offer a much more demographically diverse subject pool compared to student populations, it is
nonetheless a subject to other limitations. As I noted, I included only Facebook users from the United
States in this study, which limits the generalizability of findings.
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The limitations of dissertation point towards opportunities for further research. First, the
proposed theoretical framework promises to be applicable across different contexts where information
exchanges take place. It is important that the framework is examined across a variety of contexts to
identify boundary conditions that may exist. Further, there is an opportunity for experimental
evaluation of the proposed framework to provide more rigorous evidentially support for the proposed
framework.
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CONCLUSION
This dissertation offers a novel theoretical lens for understanding how psychological contracts
can impact the sustainability of information exchanges. The proposed framework of psychological
contracts in information exchanges integrates prior interdisciplinary research and posits that
expectancies in relation to intellectual property rights and privacy are inherent to information
exchanges across different contexts. Violation of these expectancies triggers the experience of a
psychological contract violation, which in turn leads to behavioral outcomes that may undermine the
sustainability of information exchanges. The proposed framework is evaluated in the context of a social
networking site that includes over 1 billion users and the findings support the core hypotheses. The
framework provides the foundation for exploring additional factors that may trigger a psychological
contract violation across different contexts and it also offers insight for practice regarding factors that
are essential for sustainability of information exchanges.
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APPENDIX A. SURVEY INSTRUMENT
Construct
Self-disclosure
(Joinson 2001)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

Sense of a place
(Jorgensen and Stedman
2001)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)
Psychological ownership
(Avey et al. 2009)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)
Privacy concerns.
(Smith et al. 1996)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

Items
I often talk about myself on Facebook.
I often discuss my feelings about myself on Facebook.
I often disclose intimate, personal things about myself without
hesitation on Facebook.
I intimately disclose who I really am, openly and fully in my
conversations on Facebook
Everything about Facebook is a reflection of me.
My profile on Facebook reflects the type of person I am.
Facebook is my favorite place to be.
I really miss Facebook when I am away from it for too long.
Facebook is the best place for doing the things that I enjoy most.
As far as I am concerned, there are no better places than Facebook.
I feel that I own my profile picture.
I feel that I own status updates that I post.
I feel that I own pictures that I create and post on Facebook.
I feel that I own comments that I post on Facebook.
I feel that I own videos that I create and post on Facebook.
Information collection:
It usually bothers me when companies ask me for personal
information.
When companies ask me for personal information, I think twice
before providing it.
I'm concerned that companies are collecting too much personal
information about me.
It bothers me to give personal information to so many
companies.

Information accuracy:
All the personal information in computer databases should be
double-checked for accuracy—no matter how much this costs.
Companies should have better procedures to correct errors in
personal information.
Companies should devote more time and effort to verifying the
accuracy of the personal information in their databases.
Companies should take more steps to make sure that the
personal information in their files is accurate.

Unauthorized use of information:
Companies should devote more time and effort to preventing
unauthorized access to personal information.
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Companies should not use personal information for any purpose
unless it has been authorized by the individuals who provided
the information.
When people give personal information to a company for some
reason, the company should never use the information for any
other reason.
Computer databases that contain personal information should
be protected from unauthorized access—no matter how much it
costs.
Unauthorized information sharing:
Companies should never sell the personal information in their
computer databases to other companies.
Companies should never share personal information with other
companies unless it has been authorized by the individuals who
provided the information.
Companies should take more steps to make sure that
unauthorized people cannot access personal information in
their computers
Perceived control
(Skinner 1995)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

I feel that I have control over my profile picture on Facebook.
I feel that I have control over comments that I post on Facebook.
I feel that I have control over pictures that I post on Facebook.
I feel that I have control over messages that I send on Facebook.
I feel that I have control over videos that I post on Facebook.

Property rights breach
scales are modeled after
(Turnley and Feldman 1999)

The measure has two sets of questions. The first set elicits the
importance of each property right. The second set of questions elicits
the degree of fulfillment of each right.
Breach = importance * degree of fulfillment
In the context of you using Facebook please indicate how important
each of the following is to you? (1-Not at all important; 7 –
Extremely important)
You have the exclusive right to use the information that you
post on Facebook. (Property rights)
You have the exclusive right to earn income from the
information that you post on Facebook. (Property rights)
Information that you post on Facebook should not be sold to
any third party without your permission. (Property rights)

In the context of you using Facebook please indicate to what extent
you feel Facebook fulfills its obligations in relation to each of the
following?
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(Scale anchored in -2 – completely unfulfilled; +2 – completely
fulfilled).
You have the exclusive right to use the information that you
post on Facebook.
You have the exclusive right to earn income from the
information that you post on Facebook.
Information that you post on Facebook should not be sold to
any third party without your permission.
Additionally a single item measure for a global perception of
property rights breach is also evaluated. The item uses a 7 point
Likert scale anchored in 1 – completely unfulfilled and 7 – completely
fulfilled.
Overall, how well has Facebook fulfilled its obligations in regard to
information property rights?
Privacy breach
scales are modeled after
(Turnley and Feldman 1999)

The measure has two sets of questions. The first set elicits the
importance of each privacy right. The second set of questions elicits
the degree of fulfillment of each right.
Breach = importance * degree of fulfillment
In the context of you using Facebook please indicate how important
each of the following is to you? (1-Not at all important; 7 –
Extremely important)
You have the exclusive right to give others access to
information you post on Facebook.
Information that you post on Facebook should not be shared
with any third party that you did not authorize.

In the context of you using Facebook please indicate to what extent
you feel Facebook fulfills its obligations in relation to each of the
following?
(Scale anchored in -2 – completely unfulfilled; +2 – completely
fulfilled).
You have the exclusive right to give others access to
information you post on Facebook.
Information that you post on Facebook should not be shared
with any third party that you did not authorize.
Additionally a single item measure for a global perception of
property rights breach is also evaluated. The item uses a 7 point
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Likert scale anchored in 1 – completely unfulfilled and 7 – completely
fulfilled.
Overall, how well has Facebook fulfilled its obligations in regard to
privacy?
Psychological contract
violation
(Robinson and Wolfe
Morrison 2000)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)
Trust in company
(Jarvenpaa and Tractinsky
1999)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)
Locus of control
(Lefcourt 1991)
The responses in each pair of
options were scored as 0 and
1 and the responses were
added up.

I feel a great deal of anger towards Facebook.
I feel betrayed by Facebook.
I feel extremely frustrated by how I am treated by Facebook.

Facebook is open and upfront with me.
I believe Facebook has high integrity.
In general I believe Facebook’s motives and intentions are good.
Facebook is not always honest and truthful.

Select the statement that you most agree with:
People’s misfortunes result from mistakes they make
Many of the unhappy things in people’s lives are partly due to
bad luck
Many times I feel that I have little influence over the things that
happen to me.
It is impossible for me to believe that chance or luck plays an
important role in my life.
What happens to me is my own doing.
Sometimes I feel that I don’t have enough control over the
direction my life is taking.

Equity sensitivity
(King and Miles 1994)
The responses were scored as
0 and 1. The responses to
questions 2 and 3 were
reverse coded. The additive
measure was used.

It would be more important for me
Help others
Watch out for my own good
What is more important when you work for an organization?
What you get from the organization
What you give to the organization
What would you be more concerned about?
What you received from the organization
What you contributed to the organization
The hard work you do should
Benefit the organization
Benefit you
87

PSYCHOLOGICAL CONTRACTS IN INFORMATION EXCHANGES

Exchange commitment
(Allen and Meyer 1990)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

Cynicism towards the
exchange partner
(Stanley et al. 2005)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

Behavioral PCV outcomes
(Turnley and Feldman 1999)
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

Facebook has a great deal of personal meaning for me
I feel a strong sense of belonging on Facebook
I enjoy discussing Facebook with people outside Facebook
I would be hard for me to leave Facebook
Too much of my life would be disrupted if I decided to leave
Facebook
I would be costly for me to leave Facebook
My friends expect me to be on Facebook
My friends expect me to respond to messages on Facebook
People expect to find me on Facebook
How likely are you to express confidence in Facebook?
How likely are you to use cynical humor in relation to Facebook?
How likely are you to withhold suggestions for improvements
because you think nothing is going to change anyway?
How likely are you to talk to your friends about Facebook's
incompetence?
How likely are you to shrug your shoulders at what Facebook
requires you to do?
Loyalty
I would remain on Facebook and wait for the problems to go
away.
I am willing to go out of my way to defend Facebook.
I would wait for the problems on Facebook to disappear.
Neglect
I’ve lost motivation to post on Facebook.
I would put less effort into contributions on Facebook.
I rarely contribute to Facebook.
Voice
I have thought of contacting Facebook to try to change policies
and/or practices.
I would talk to other Facebook members about how I feel about
Facebook actions.
Exit
I have frequent thoughts of leaving Facebook.
I frequently think of deleting my profile from Facebook.
I would switch to an alternative social network if there was one.

Availability of alternatives
(7 point Likert scale, 1 – very
unlikely, 7 – very likely)

If I left Facebook I can easy join another social network to maintain
connections with my friends.
There are many online social networks besides Facebook that I can
join.
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APPENDIX B. MEASUREMENT MODEL ANALYSIS. PLS FACTOR LOADINGS AND CROSSLOADINGS.
1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

Alt1

0.925

-0.256

0.244

-0.013

0.568

-0.211

0.171

0.098

0.082

-0.050

0.014

-0.106

0.023

-0.036

-0.030

0.135

Alt2

0.833

-0.176

0.168

0.028

0.511

-0.123

0.111

0.019

-0.008

0.129

0.000

-0.038

-0.019

-0.016

0.032

0.074

Commit1

-0.171

0.936

-0.301

0.462

-0.051

0.453

-0.401

-0.010

-0.143

0.152

0.259

-0.187

0.515

0.566

0.381

0.365

Commit2

-0.310

0.864

-0.249

0.333

-0.225

0.435

-0.357

0.075

-0.100

0.152

0.215

-0.105

0.392

0.498

0.223

0.191

Exit_1

0.161

-0.279

0.913

-0.234

0.063

-0.341

0.424

0.374

0.488

-0.227

-0.079

0.094

-0.116

-0.333

-0.395

0.134

Exit_2

0.177

-0.342

0.899

-0.263

0.048

-0.374

0.476

0.322

0.479

-0.237

-0.113

0.080

-0.163

-0.377

-0.374

0.077

Exit_3

0.278

-0.160

0.732

-0.141

0.130

-0.214

0.338

0.354

0.396

-0.150

-0.065

0.041

-0.067

-0.203

-0.346

0.245

Contrib1

0.053

0.385

-0.234

0.808

0.043

0.283

-0.503

-0.034

-0.157

0.147

0.215

-0.127

0.452

0.496

0.260

0.223

Contrib2

-0.024

0.419

-0.233

0.917

0.041

0.246

-0.534

-0.016

-0.199

0.282

0.311

-0.067

0.362

0.474

0.183

0.233

Contrib3

-0.004

0.400

-0.208

0.929

0.032

0.245

-0.552

-0.039

-0.175

0.271

0.296

-0.121

0.471

0.490

0.229

0.240

Contrib4

-0.069

0.121

0.010

0.141

-0.194

0.041

-0.103

0.092

0.013

0.056

0.012

-0.092

0.046

0.007

-0.030

0.023

LockIn1

0.595

-0.175

0.113

0.021

0.959

-0.109

0.103

0.106

-0.011

0.098

0.073

-0.053

0.022

0.021

0.106

0.087

LockIn2

0.492

0.002

0.036

0.048

0.696

-0.038

0.068

-0.008

0.025

-0.081

0.099

-0.222

0.174

0.146

0.090

0.140

LockIn3

0.450

-0.073

0.039

0.078

0.858

-0.015

0.048

0.020

-0.059

0.105

0.146

-0.119

0.103

0.132

0.176

0.147

Loyal_1

-0.174

0.461

-0.387

0.285

-0.071

0.941

-0.325

-0.092

-0.287

0.203

0.186

-0.115

0.290

0.400

0.445

0.134

Loyal_2

-0.188

0.423

-0.250

0.221

-0.086

0.857

-0.210

-0.047

-0.188

0.169

0.192

-0.189

0.235

0.318

0.342

0.066

Neglect_1

0.162

-0.313

0.461

-0.405

0.066

-0.270

0.898

0.232

0.339

-0.136

-0.077

0.097

-0.240

-0.395

-0.270

0.005

Neglect_2

0.126

-0.440

0.391

-0.663

0.105

-0.271

0.861

0.109

0.294

-0.250

-0.211

0.061

-0.405

-0.492

-0.246

-0.145

Cynic1

0.073

0.000

0.319

0.029

0.033

-0.083

0.082

0.703

0.206

-0.103

-0.060

0.044

0.076

-0.143

-0.232

0.262

Cynic2

-0.072

-0.001

0.296

-0.192

0.034

-0.056

0.287

0.643

0.261

-0.113

-0.042

0.064

0.000

-0.165

-0.222

-0.074

Cynic3

0.128

0.045

0.330

0.049

0.084

-0.058

0.106

0.879

0.436

-0.194

-0.048

0.022

0.094

-0.042

-0.307

0.463

PCV_1

0.087

-0.085

0.501

-0.189

0.001

-0.261

0.343

0.373

0.910

-0.363

-0.158

0.003

0.013

-0.202

-0.504

0.301

PCV_2

0.021

-0.157

0.498

-0.198

-0.034

-0.242

0.308

0.429

0.930

-0.340

-0.206

0.111

-0.094

-0.247

-0.574

0.263

PCV_3

0.036

-0.139

0.482

-0.169

-0.011

-0.251

0.349

0.391

0.922

-0.415

-0.211

0.066

-0.075

-0.284

-0.574

0.300

PerCntr1

0.069

0.117

-0.182

0.272

0.055

0.174

-0.195

-0.185

-0.358

0.910

0.407

0.092

0.037

0.264

0.273

-0.120

PerCntr2

0.004

0.151

-0.194

0.204

0.111

0.183

-0.135

-0.159

-0.332

0.872

0.494

0.012

0.134

0.320

0.364

-0.077

PerCntr3

0.000

0.169

-0.264

0.252

0.000

0.156

-0.224

-0.163

-0.371

0.885

0.387

0.042

0.078

0.281

0.275

-0.089

PerCntr4

-0.004

0.160

-0.267

0.244

0.019

0.205

-0.211

-0.176

-0.400

0.866

0.416

0.056

0.038

0.247

0.322

-0.121

PerCntr5

0.087

0.097

-0.168

0.203

0.150

0.170

-0.168

-0.166

-0.335

0.818

0.478

0.063

0.102

0.296

0.346

-0.039

PsyOwn1

0.007

0.222

-0.105

0.274

0.113

0.114

-0.104

-0.037

-0.174

0.455

0.881

-0.017

0.227

0.340

0.296

0.061

PsyOwn2

0.060

0.176

-0.068

0.247

0.116

0.145

-0.088

-0.045

-0.177

0.485

0.912

0.005

0.191

0.297

0.285

0.048

PsyOwn3

-0.009

0.225

-0.060

0.243

0.058

0.210

-0.152

-0.046

-0.180

0.392

0.852

-0.043

0.189

0.289

0.317

0.058

PsyOwn4

0.005

0.261

-0.105

0.264

0.091

0.220

-0.155

-0.082

-0.184

0.399

0.848

-0.041

0.259

0.356

0.351

0.094

PsyOwn5

0.010

0.226

-0.117

0.306

0.081

0.246

-0.193

-0.096

-0.270

0.451

0.841

-0.015

0.231

0.378

0.368

0.046

PsyOwn6

-0.020

0.313

-0.106

0.352

0.075

0.228

-0.211

-0.011

-0.176

0.430

0.876

-0.036

0.270

0.373

0.309

0.078

PrivConc1

-0.050

-0.190

0.200

-0.158

-0.109

-0.263

0.137

0.112

0.164

-0.049

-0.027

0.750

-0.221

-0.186

-0.228

-0.073

PrivConc2

-0.017

-0.190

0.165

-0.074

-0.052

-0.207

0.118

0.081

0.100

-0.001

0.030

0.731

-0.195

-0.163

-0.140

0.002
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PrivConc3

-0.110

-0.160

0.132

-0.118

-0.148

-0.173

0.088

0.046

0.114

-0.057

-0.019

0.813

-0.186

-0.159

-0.130

-0.099

PrivConc4

-0.077

-0.086

0.220

-0.197

-0.068

-0.232

0.233

0.059

0.289

-0.110

-0.096

0.646

-0.147

-0.141

-0.311

0.024

PrivConc5

-0.108

-0.144

0.003

-0.077

-0.132

-0.032

0.061

-0.020

0.001

0.101

0.064

0.769

-0.234

-0.123

-0.056

-0.139

PrivConc6

-0.074

-0.126

-0.082

-0.063

-0.091

-0.088

0.008

0.019

-0.145

0.135

-0.013

0.786

-0.266

-0.150

-0.007

-0.154

PrivConc7

-0.123

-0.064

-0.024

-0.012

-0.133

-0.018

0.019

-0.016

-0.037

0.082

0.003

0.799

-0.235

-0.083

-0.009

-0.085

PrivConc8

-0.033

-0.123

0.011

-0.030

-0.036

-0.073

0.017

0.035

0.009

0.119

-0.034

0.817

-0.213

-0.118

-0.116

-0.077

PrivConc9

-0.010

-0.064

-0.011

-0.070

-0.010

0.011

0.023

0.028

0.010

0.113

0.037

0.791

-0.168

-0.033

-0.044

-0.077

PrivConc10

-0.085

-0.152

0.007

-0.067

-0.083

-0.104

-0.007

0.026

-0.030

0.086

-0.089

0.817

-0.246

-0.154

-0.111

-0.174

SelfDisc1

0.051

0.472

-0.202

0.494

0.094

0.282

-0.386

0.039

-0.110

0.191

0.239

-0.240

0.835

0.513

0.309

0.275

SelfDisc2

0.009

0.416

-0.053

0.345

0.051

0.229

-0.193

0.137

0.032

-0.020

0.183

-0.272

0.826

0.471

0.273

0.321

SelfDisc3

0.001

0.412

-0.120

0.436

0.078

0.234

-0.326

0.086

-0.084

0.135

0.257

-0.208

0.891

0.497

0.315

0.249

SelfDisc4

0.004

0.434

-0.093

0.354

0.077

0.225

-0.325

0.005

-0.046

0.077

0.166

-0.190

0.784

0.552

0.304

0.295

SelfDisc5

-0.052

0.409

-0.071

0.317

0.002

0.263

-0.240

0.071

0.002

-0.009

0.174

-0.239

0.833

0.510

0.268

0.241

SoP1

-0.081

0.447

-0.174

0.313

0.024

0.281

-0.257

-0.083

-0.112

0.177

0.341

-0.118

0.424

0.718

0.358

0.160

SoP2

0.004

0.300

-0.296

0.420

0.095

0.273

-0.455

-0.155

-0.338

0.364

0.262

-0.110

0.357

0.738

0.345

0.117

SoP3

-0.001

0.360

-0.279

0.465

0.018

0.283

-0.417

-0.137

-0.299

0.407

0.273

-0.010

0.359

0.676

0.331

0.090

SoP4

-0.015

0.364

-0.374

0.439

0.098

0.308

-0.442

-0.167

-0.295

0.408

0.276

-0.028

0.402

0.745

0.350

0.121

SoP5

-0.009

0.568

-0.227

0.366

0.067

0.316

-0.331

-0.004

-0.048

0.036

0.234

-0.228

0.570

0.750

0.294

0.256

SoP6

-0.015

0.569

-0.231

0.379

0.038

0.306

-0.292

-0.006

-0.054

0.013

0.247

-0.287

0.548

0.730

0.296

0.239

Trust1

-0.004

0.302

-0.430

0.247

0.125

0.426

-0.283

-0.333

-0.587

0.324

0.306

-0.150

0.298

0.407

0.919

-0.061

Trust2

0.001

0.325

-0.395

0.262

0.142

0.398

-0.286

-0.309

-0.572

0.365

0.349

-0.144

0.311

0.364

0.906

-0.035

Trust3

0.022

0.277

-0.367

0.173

0.132

0.384

-0.209

-0.296

-0.501

0.319

0.295

-0.066

0.268

0.421

0.856

-0.034

Trust4

-0.007

0.268

-0.346

0.129

0.090

0.338

-0.192

-0.281

-0.488

0.263

0.253

-0.129

0.253

0.342

0.847

-0.016

Trust5

-0.031

0.362

-0.390

0.264

0.095

0.416

-0.318

-0.297

-0.491

0.314

0.375

-0.195

0.419

0.481

0.883

0.043

Voice_1

0.194

0.285

0.161

0.227

0.172

0.071

-0.057

0.224

0.284

-0.097

0.069

-0.183

0.320

0.188

0.007

0.866

Voice_2

-0.013

0.247

0.127

0.202

0.015

0.131

-0.066

0.353

0.226

-0.055

0.060

0.025

0.206

0.176

-0.051

0.777

Factors in the table above
1

Alternatives

9

Psychological contract violation

2

Exchange Commitment

10

Perceived control

3

Exit intention

11

Psychological ownership

4

Content contribution

12

Privacy concerns

5

Lock-in

13

Self-disclosure

6

Loyalty

14

Sense of Place

7

Neglect

15

Trust

8

Cynicism

16

Voice
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